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Abstract

This document describes formally the Iris program logic. Every result in this document has
been fully verified in Coq. The latest versions of this document and the Coq formalization can
be found in the git repository at https://gitlab.mpi-sws.org/FP/iris-coq/. For further
information, visit the Iris project website at http://plv.mpi-sws.org/iris/.
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1 Algebraic Structures

1.1 OFE

The model of Iris lives in the category of Ordered Families of Equivalences (OFEs). This definition
varies slightly from the original one in [2].

Definition 1. An ordered family of equivalences (OFE) is a tuple (T, (% C T x T)nen) satisfying

Vn. (£) is an equivalence relation (OFE-EQUIV)
Yn,m.n >m = (£) C (£) (OFE-MONO)
Vo, y.o =y & (Vn.z = y) (OFE-LIMIT)

The key intuition behind OFEs is that elements z and y are n-equivalent, notation = = y, if
they are equivalent for n steps of computation, i.e., if they cannot be distinguished by a program
running for no more than n steps. In other words, as n increases, = becomes more and more refined
(ore-MoNO)—and in the limit, it agrees with plain equality (oFE-LIMIT).

Definition 2. An element x € T' of an OFFE is called discrete if

VyET.xgyﬁx:y

An OFE A is called discrete if all its elements are discrete. For a set X, we write AX for the
discrete OFE with ¢ = ' & z = a

Definition 3. A function f : T — U between two OFEs is non-expansive (written f : T *% U) if
Vo eT,yeT.x=y= flzr) = f(y)

It is contractive if
Vn,z € T,y € T.(Vm < n.x = y) = f(z) = f(y)

Intuitively, applying a non-expansive function to some data will not suddenly introduce differ-
ences between seemingly equal data. Elements that cannot be distinguished by programs within n
steps remain indistinguishable after applying f.

Definition 4. The category OFE consists of OFFEs as objects, and non-expansive functions as
arrows.

Note that OFE is cartesian closed. In particular:
Definition 5. Given two OFFEs T and U, the set of non-expansive functions {f T 5 U} is itself
an OFFE with
f=gEvVeeT f(z) = g(x)

Definition 6. A (bi)functor F : OFE — OFE s called locally non-expansive if its action Fy on
arrows s itself a non-expansive map. Similarly, F is called locally contractive if Fy is a contractive
map.

The function space (—) =% (—) is a locally non-expansive bifunctor. Note that the composition
of non-expansive (bi)functors is non-expansive, and the composition of a non-expansive and a
contractive (bi)functor is contractive.



1.2 COFE

COFEs are complete OFFEs, which means that we can take limits of arbitrary chains.

Definition 7 (Chain). Given some set T and an indexed family (= C T x T)pen of equivalence
relations, a chain is a function ¢ : N — T such that Vn,m.n < m = c(m) Z c(n).

Definition 8. A complete ordered family of equivalences (COFE) is a tuple (T : OFE,lim :
chain(T) — T') satisfying

Vn, c. lim(c) = ¢(n) (COFE-cOMPL)

Definition 9. The category COFE consists of COFFEs as objects, and non-expansive functions as
arrows.

The function space T =% U is a COFE if U is a COFE (i.e., the domain T can actually be just
an OFE).

Completeness is necessary to take fixed-points. For once, every contractive function f: T — U
where U is a COFE and inhabited has a unique fixed-point fiz(f) such that fiz(f) = f(fiz(f)). This
also holds if f* is contractive for an arbitrary k. Furthermore, by America and Rutten’s theorem [I,
3], every contractive (bi)functor from COFE to COFE has a unique' fixed-point.

1.3 RA

Definition 10. A resource algebra (RA) is a tuple
(M,VC M,|—|: M — M?,(-): M x M — M) satisfying:

Va,b,c.(a-b)-c=a-(b-c) (RA-ASSOC)
Ya,b.a-b="0-a (RA-COMM)

Va.la| € M = |a|-a=a (RA-CORE-ID)

Va.|a| € M = ||a|| = |a (RA-CORE-IDEM)

Va,b.lal e M ANa<b=|bl € M Alal| < b (RA-CORE-MONO)
Va,b.(a-b) eV =a€V (RA-VALID-OP)

where M"2 Muy{l} a'- L2 1.d"2d

axb&3IccMb=a-c (RA-INCL)

RAs are closely related to Partial Commutative Monoids (PCMs), with two key differences:

1. The composition operation on RAs is total (as opposed to the partial composition operation
of a PCM), but there is a specific subset V of valid elements that is compatible with the
composition operation (RA-VALID-OP).

This take on partiality is necessary when defining the structure of higher-order ghost state,
CMRAs, in the next subsection.

IUniqueness is not proven in Coq.



2. Instead of a single unit that is an identity to every element, we allow for an arbitrary number
of units, via a function |—| assigning to an element «a its (duplicable) core |a|, as demanded by
RA-CORE-ID. We further demand that |—| is idempotent (RA-cOrE-IDEM) and monotone (RA-
CORE-MONO) with respect to the extension order, defined similarly to that for PCMs (RA-INCL).

Notice that the domain of the core is M, a set that adds a dummy element L to M. Thus,
the core can be partial: not all elements need to have a unit. We use the metavariable a”
to indicate elements of M*. We also lift the composition (-) to M?. Partial cores help us to
build interesting composite RAs from smaller primitives.

Notice also that the core of an RA is a strict generalization of the unit that any PCM must
provide, since |—| can always be picked as a constant function.

Definition 11. It is possible to do a frame-preserving update from a € M to B C M, written
a~ B, if
Vai € M'.a-af €V=3b€ B.b-aj €V

We further define a ~ b= a ~ {b}.

The assertion a ~» B says that every element a; compatible with a (we also call such elements
frames), must also be compatible with some b € B. Notice that a could be L, so the frame-
preserving update can also be applied to elements that have no frame. Intuitively, this means that
whatever assumptions the rest of the program is making about the state of ~, if these assumptions
are compatible with a, then updating to b will not invalidate any of these assumptions. Since Iris
ensures that the global ghost state is valid, this means that we can soundly update the ghost state

from a to a non-deterministically picked b € B.

1.4 CMRA

Definition 12. A CMRA is a tuple (M : OFE, (Vn, C M)pen,
|| : M 2% M7, (1) : M x M ™% M) satisfying:

Vn,a,b.a=bAaeV,=beV,
Yn,m.n>m=YV, CV,
Ya,b,c.(a-b)-c=a-(b-c)
Va,b.a-b=b-a
Va.lal € M = |a|-a=a
Ya.la] € M = ||a|| = |a
Va,b.lal € M ANa<b=|bl € M Ala| < b
Vn,a,b. (a-b) €V, =a €V,
Vn,a,bi,by.a € Vo Aa = by by =
3er,c.a=c1-ca Ay = by Acy = by

where
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This is a natural generalization of RAs over OFEs. All operations have to be non-expansive,
and the validity predicate V can now also depend on the step-index. We define the plain V as the

“limit” of the V,:
VE (V.
neN
The extension axiom (cMraA-EXTEND). Notice that the existential quantification in this axiom
is constructive, i.e., it is a sigma type in Coq. The purpose of this axiom is to compute ai, as

completing the following square:

a

IIs

b
I |

ay-az o by -by

where the n-equivalence at the bottom is meant to apply to the pairs of elements, i.e., we demand
a; = by and as = by. In other words, extension carries the decomposition of b into by and by over
the n-equivalence of a and b, and yields a corresponding decomposition of a into a; and as. This
operation is needed to prove that > commutes with separating conjunction:

D(PxQ)e>Px>Q

Definition 13. An element € of a CMRA M s called the unit of M if it satisfies the following
conditions:

1. € is valid:
Vn.e € V,

2. € is a left-identity of the operation:
Vaoe M.e-a=a

3. € s its own core:
lel =€

Lemma 1. If M has a unit €, then the core |—| is total, i.e., Va.|a| € M.

Definition 14. It is possible to do a frame-preserving update from a € M to B C M, written
a~ B, if
Vn,ai.a-af €V, =3 B.b-af €V,

We further define a ~ b= a ~ {b}.
Note that for RAs, this and the RA-based definition of a frame-preserving update coincide.
Definition 15. A CMRA M is discrete if it satisfies the following conditions:

1. M s a discrete COFE

2.V ignores the step-index:
Va € M.a € Vy=Vn,a eV,



Note that every RA is a discrete CMRA, by picking the discrete COFE for the equivalence
relation. Furthermore, discrete CMRAs can be turned into RAs by ignoring their COFE structure,
as well as the step-index of V.

mon

Definition 16. A function [ : My — My between two CMRAs is monotone (written f : My ——
My ) if it satisfies the following conditions:
1. f is non-expansive
2. f preserves validity:
Vn,a € Mi.a €V, = f(a) € V,
3. f preserves CMRA inclusion:
Va € My,b€ My.a<b= f(a) X f(b)

Definition 17. The category CMRA consists of CMRAs as objects, and monotone functions as
arrows.

Note that every object/arrow in CMRA is also an object/arrow of OFE. The notion of a
locally non-expansive (or contractive) bifunctor naturally generalizes to bifunctors between these
categories.



2 OFE and COFE constructions

2.1 Trivial pointwise lifting

The (C)OFE structure on many types can be easily obtained by pointwise lifting of the structure
of the components. This is what we do for option 77, product (M;);c; (with I some finite index

set), sum T + 7" and finite partial functions K LN Vs (with K infinite countable).

2.2 Next (type-level later)
Given a OFE T, we define »T as follows (using a datatype-like notation to define the type):

»T £ next(z : T)

n—

next(z) = next(y) 2n =0V x =5 Y

Note that in the definition of the carrier »T', next is a constructor (like the constructors in Coq),
i.e., this is short for {next(x)|z € T'}.
»(—) is a locally contractive functor from OFE to OFE.

2.3 Uniform Predicates

Given a CMRA M, we define the COFE UPred(M) of uniform predicates over M as follows:

UPred(M) & {45 :Nx M — Prop

(Vn,z,y.&(n,z) Az =y = &(n,y)) A
(Vn,m,z,y. P(n,z) ANz S yAm <nAy €V, = d(m,y))

where Prop is the set of meta-level propositions, e.g., Coq’s Prop. UPred(—) is a locally non-
expansive functor from CMRA to COFE.

One way to understand this definition is to re-write it a little. We start by defining the COFE
of step-indexed propositions: For every step-index, the proposition either holds or does not hold.

SProp £ p*(N)
2 X ep(N)|Vn,mn>m=neX=>mec X}
XZY2Vm<nmeXe&meY
Notice that this notion of SProp is already hidden in the validity predicate V,, of a CMRA: We
could equivalently require every CMRA to define V_(—) : M 2% SProp, replacing CMRA-VALID-NE
and CMRA-VALID-MONO.

Now we can rewrite UPred(M) as monotone step-indexed predicates over M, where the definition
of a “monotone” function here is a little funny.

UPred(M) = M ™% SProp

(1>

{Q):MBSPmp Vn,m,x,y.nE@(x)/\x#y/\mSn/\yevm:meé(y)}

The reason we chose the first definition is that it is easier to work with in Coq.



3 RA and CMRA constructions

3.1 Product

Given a family (M;);c; of CMRAs ([ finite), we construct a CMRA for the product [],., M; by
lifting everything pointwise.
Frame-preserving updates on the M; lift to the product:
PROD-UPDATE
a ~> M, B

fli<—a] ~ {fli<b]|be B}

3.2 Sum

The sum CMRA M, +; M, for any CMRAs M; and M, is defined as (again, we use a datatype-like
notation):

Ml —|—é M2 4 inl(a1 : M1> | inr(ag : Mg) | é
V, £ {inl(ay) | a1 € V. } U {inr(as) |as € V!}
inl(ay) - inl(by) £ inl(ay - by)
1 if |CL1| =1

1>

linl(ay)]
inl(Jai|) otherwise

The composition and core for inr are defined symmetrically. The remaining cases of the composition
and core are all 4. Above, V' refers to the validity of M;, and V" to the validity of Ms.

Notice that we added the artificial “invalid” (or “undefined”) element 4 to this CMRA just in
order to make certain compositions of elements (in this case, inl and inr) invalid.

The step-indexed equivalence is inductively defined as follows:

n n
r=1Yy =Y n
inl(z) = inl(y) inr(z) = inr(y)
We obtain the following frame-preserving updates, as well as their symmetric counterparts:
SUM-UPDATE SUM-SWAP
a~sy, B Vag,n.a-as ¢ V), beV”
inl(a) ~ {inl(b) | b € B} inl(a) ~ inr(b)

Crucially, the second rule allows us to swap the “side” of the sum that the CMRA is on if V has
no possible frame.
3.3 Option

The definition of the (CM)RA axioms already lifted the composition operation on M to one on
M?. We can easily extend this to a full CMRA by defining a suitable core, namely

L= 1
|a’| £ |al Ifa’# L

Notice that this core is total, as the result always lies in M (rather than in M* ?).

10



3.4 Finite partial function

Given some infinite countable K and some CMRA M, the set of finite partial functions K LLNY
is equipped with a CMRA structure by lifting everything pointwise.

We obtain the following frame-preserving updates:

FPFN-ALLOC-STRONG
G infinite a€y

0~ {[y<a]|y€G}

FPFN-ALLOC FPFN-UPDATE
a€V

GWMB

fli<a]]~{f[i<Db]|be B}

0~ {[yallye K}
Above, V refers to the validity of M.

K i (—) is a locally non-expansive functor from CMRA to CMRA
3.5 Agreement

Given some OFE T', we define the CMRA Ac(T) as follows:

AG(T) 2 {a€ ™) |a#0}/ ~

aZb2VrcaycbrZyA(VyecbIzcaxZy)
where a ~ b2 Vn.a = b

Ac(—) is a locally non-expansive functor from OFE to CMRA.
We define a non-expansive injection ag into AG(T') as follows:

ag(z) = {a}

AG-VAL

There are no interesting frame-preserving updates for AG(T'), but we can show the following:
ag(z) €V,

AG-DUP AG-AGREE

ag(z) = ag(x) - ag(w) ag(z)-ag(y) eV &z =y

3.6 Exclusive CMRA
Given an OFE T, we define a CMRA EX(T') such that at most one z € T' can be owned:
EX(T) £ ex(T) | 4

Vo= {a € BX(T)|a# ¢}

All cases of composition go to 4.
lex(z)] £ L 4] £ 4

Remember that 1 is the “dummy” element in M’ indicating (in this case) that ex(z) has no core.

11



The step-indexed equivalence is inductively defined as follows:

r=Y

ex(x)

lI=| II=
~~

Il

~~

ex(y)

Ex(—) is a locally non-expansive functor from OFE to CMRA.
We obtain the following frame-preserving update:

EX-UPDATE
ex(z) ~ ex(y)

3.7 Authoritative

Given a CMRA M, we construct AUTH(M ) modeling someone owning an authoritative element a of
M, and others potentially owning fragments b < a of a. We assume that M has a unit €, and hence
its core is total. (If M is an exclusive monoid, the construction is very similar to a half-ownership
monoid with two asymmetric halves.)

AuTH(M) £ EX(M)" x M
Vo 2 {(z,b) € AUTH(M) [b €V, A (z = LV 3a.z = ex(a) ANb <, a)}
(1,b1) - (w2,b2) = (1 - 22,b - by)
|(, b) = (L, [b])

n n

(21,01) = (22,b2) & 21 £ 9 Ay = by

Note that (L,e) is the unit and asserts no ownership whatsoever, but (ex(¢), ) asserts that the
authoritative element is €.

Let a,b € M. We write e a for full ownership (ex(a),e) and ob for fragmental ownership (L,b)
and ea,ob for combined ownership (ex(a), b).

The frame-preserving update involves the notion of a local update:

Definition 18. It is possible to do a local update from a1 and by to as and be, written (a1, by) RN
(az,b2), if
Vn,az.al eV, Nay ;bya; = as GVn/\aggb2~az

In other words, the idea is that for every possible frame ag completing by to a1, the same frame
also completes by to as.
We then obtain

AUTH-UPDATE
1
(al, bl) ~ (02, 52)

®aj,0b; ~> @az,0by

3.8 STS with tokens

Given a state-transition system (STS, i.e., a directed graph) (S,— C § x §), a set of tokens T,
and a labeling £ : § — p(T) of protocol-owned tokens for each state, we construct an RA modeling

12



an authoritative current state and permitting transitions given a bound on the current state and a
set of locally-owned tokens.

The construction follows the idea of STSs as described in CaReSL [6]. We first lift the transition
relation to & X (7)) (implementing a law of token conservation) and define a stepping relation for
the frame of a given token set:

(5,T) = (s, T2 s = s NL(S)WT = L(s )W T
s 5§ 23T, To. Ty # L(s)UT A (s,T1) — (s, Ts)

We further define closed sets of states (given a particular set of tokens) as well as the closure of
a set:

closed(S, T) 2 Vs € S. L(s) # T A (vs'. sD s =se 5)
NS, T) & {5' €S ’ 3seSs Dy s’}
The STS RA is defined as follows
M 2 auth(s: S, T:o(T) | L(s) # T) |
frag(S : p(8S), T : p(T) | closed(S,T) NS #0) | 4
VE{aeMla#4}
frag(Sl,Tl) . frag(Sg,Tg) £ frag(51 n SQ, T1 U T2) if Tl # Tg and Sl N SQ 7é @
frag(S,T) - auth(s,T') = auth(s,T") - frag(S,T) = auth(s,TUT')  if T# T’ and s € S
|frag(S, T))| £ frag(1(S,0),0)
|auth(s, T)| = frag(t({s},0),0)

The remaining cases are all 7.
We will need the following frame-preserving update:

STS-STEP STS-WEAKEN
(S,T) —* (S/,T/) C|OS€d(S2,T2) Sl - S2 T, C Ty
auth(s,T) ~ auth(s’,T") frag(S1, T1) ~ frag(Sa, T»)

The core is not a homomorphism. The core of the STS construction is only satisfying the
RA axioms because we are not demanding the core to be a homomorphism—all we demand is for
the core to be monotone with respect the rRa-INCL.

In other words, the following does not hold for the STS core as defined above:

la] - [b] = |a - b]

To see why, consider the following ST'S:

S S >4 S
1 2 [Tl, Tg} 3

13



Now consider the following two elements of the STS RA:

a £ frag({si,s2},{T1}) b2 frag({s1,s3},{T2})
‘We have:
a-b= frag({sl} ’ {Tlv TQ}) |CL| = frag({sh S2, 54} 3 Q]) |b‘ = frag({slv S3, 54} 5 ®)

lal - [b] = frag({s1,54},0) # |a - b] = frag({s:},0)

14



4 Base Logic

The base logic is parameterized by an arbitrary CMRA M having a unit e. By Lemma 1, this
means that the core of M is a total function, so we will treat it as such in the following. This
defines the structure of resources that can be owned.

As usual for higher-order logics, you can furthermore pick a signature S = (T, F,.A) to add
more types, symbols and axioms to the language. You have to make sure that 7 includes the base
types:

T 2 {M,iProp}

Elements of 7 are ranged over by 7'
Each function symbol in F has an associated arity comprising a natural number n and an
ordered list of n+1 types 7 (the grammar of 7 is defined below, and depends only on 7). We write

Firm,...,Th = Tny1 € F

to express that F' is a function symbol with the indicated arity.

Furthermore, A is a set of azioms, that is, terms t of type iProp. Again, the grammar of terms
and their typing rules are defined below, and depends only on 7 and F, not on A. Elements of A
are ranged over by A.

4.1 Grammar

Syntax. Iris syntax is built up from a signature S and a countably infinite set Var of variables
(ranged over by metavariables x, y, z). Below, a ranges over M and i ranges over {1,2}.

Tu=T|1|rx71|T—>T

t, PO u=x|F(ty,....tn) | )| (&t) | mit | Xx ot | t@t) |allt] |t ]
False | True [t =, ¢ [P = P |PAP|PVP|P+P|P «P|
pr:T.t|Jz:7.P|Ve:7.P|Own(t) | V() |OP|>P|BP

Recursive predicates must be guarded: in px.t, the variable x can only appear under the later >
modality.
Note that the modalities B, [0 and > bind more tightly than *, —, A, V, and =-.

Variable conventions. We assume that, if a term occurs multiple times in a rule, its free variables
are exactly those binders which are available at every occurrence.

4.2 Types

Iris terms are simply-typed. The judgment I' I ¢ : 7 expresses that, in variable context I', the term
t has type 7.

A variable context, I' = x1 : 71,...,2, : T, declares a list of variables and their types. In
writing I', z : 7, we presuppose that x is not already declared in T'.

15



Well-typed terms

I'Ht:r Dx:7 y:7T' Ft:7 Ii,z:7,y:7" TokFt:T
Nx:T'Ft:T Dyo:7' Htz/y]: 7 Ty,z:7"y: 7"\ Lok tly/z,x/y]: T

r:ThHx:T

I'Hti:m I'kHt,:m F:m,...,7h = The1 € F re(:1
TkEF(ty,.. ytn) : Tha
'Ht:m 'u:m 'Ht:m X1 1€ {1,2} Dx:7kHt:7
TF(tu):m X7 FEmt:m 'Xe.t:7—1
THt:7 =1 u:T I'ta:M I'Fa:M I'Eb: M
- I'kFe:M _—
PHt(u):7 'klal: M 'a-b:M

'kHt:r I'tu:r '+ P :iProp '@ :iProp

I' F False : iProp ' F True : iProp

I'kt=;u:iProp T'FP=Q :iProp
I'+ P :iProp '@ :iProp I'E P :iProp I'Q :iProp
I'EPAQ :iProp I'EPvVQ :iProp
I'F P :iProp T'FQ :iProp ' P :iProp I'FQ :iProp
I'EP=xQ :iProp I'EP —=Q :iProp
Fx:7kHt:7 x is guarded in ¢ I'x:7F P :iProp I'x:7F P :iProp
I'tpux:7m.t:71 'Fdx:7.P:iProp 'FVx:7.P:iProp
T'kFa:M I'kFa:r 7 is a CMRA ' P :iProp T'F P :iProp
I' - Own (a) : iProp I'-V(a) : iProp '-OP:iProp I'F>P:iProp
I'F P :iProp
I'+BP:iProp

4.3 Proof rules

The judgment I' | P - @ says that with free variables I', proposition @ holds whenever assumption
P holds. Most of the rules will entirely omit the variable contexts I'. In this case, we assume the
same arbitrary context is used for every constituent of the rules. Axioms I' | P - @ indicate that

bothT | PF Q@ and T' | Q - P are proof rules of the logic.
PHQ
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Laws of intuitionistic higher-order logic with equality. This is entirely standard.

A Cur Eq
PSSP PFQ QFR D,z:7+Q:iProp T |PFHQ[t/z] T |Prt=,t
PHR I'|PFQ[t/x]
Al AEL AER
Rer LE IR P-Q PFR  PFQAR  PFQAR
Truekt=,1¢ False - P P F True
PHFQAR PHQ P+HR
VIL VIR VE =1 =E
PrQ PHR P+R QFR PAQFR PFQ=R PHQ
PFQVR PFQVR PVQFR PrQ=R PFR
VI VE
Dx:7|PFQ P|PHEYVYz:7.Q Fkt:r
P|PHVz:7.Q I'| PFQ[t/x]
=l dE
I'| PFQ[t/x] -t:r Dz:7|PFQ
'|Pr3z:7.Q '3z:7.PFQ
Furthermore, we have the usual 7 and § laws for projections, A and pu.
Laws of (affine) bunched implications.
*-MONO ~[-E
Trt;*P—L}—P . PO Pyt Qs P+QF R
*@ G Pyx Pyl Q1+ Qo PFQ—«R
(P+xQ)*R F Px(Q=R)
Laws for the always modality.
D-“]goﬁ(é? O-E True - O True OpPFOOP
_ PHP
OPFOQ a OPAQFOP*Q) Ve. OPFOVe. P

OPAQFOP*Q

Laws for the later modality.

“Pro  Los Va. b P F oV, P
_ >P=P)~P
SPFoQ ( ) >dz. P+ r>FalseVv dz. > P

> P F >False V (> False = P)
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Laws for resources and validity.

Own (a) * Own (b) 4~ Own (a - b)
Own (a) + OOwn (Ja|)
True - Own (g)
>Own (a) F 3b.0Own (b) A(a =1b)

Laws for the basic update modality.

UPD-MONO
PrQ UPD-INTRO UPD-TRANS UPD-FRAME
BPFEBEQ P-BP BEPHBEP Q+«xBPFBEQxP)
UPD-UPDATE
a~ B
Own (a) - B 3b € B.Own (b)

The premise in UPD-UPDATE is a meta-level side-condition that has to be proven about a and B.

4.4 Consistency

The consistency statement of the logic reads as follows: For any n, we have
—(True - (B>)" False)

where (B>)™ is short for B> being nested n times.

The reason we want a stronger consistency than the usual —(True F False) is our modalities: it
should be impossible to derive a contradiction below the modalities. For O, this follows from the
elimination rule, but the other two modalities do not have an elimination rule. Hence we declare
that it is impossible to derive a contradiction below any combination of these two modalities.

18



5 Model and semantics

The semantics closely follows the ideas laid out in [2].

Semantic domains. The semantic domains are interpreted as follows:

[iProp] = UPred(M) [1] 2 A{O}
M 2 M [ x 7] 2 [r] % [7]
[r 12 ]2 [1]

For the remaining base types 7 defined by the signature S, we pick an object X in OF& and define

[7] £ X,
For each function symbol F' : 7y,...,7, — Toy1 € F, we pick a function [F] : [ri] x --- x [r.] —
[[Tn+1]]‘
Interpretation of assertions. [T Ft:iProp] : [I] 2% UPred(M)

Remember that UPred(M) is isomorphic to M 2% SProp. We are thus going to define the
assertions as mapping CMRA elements to sets of step-indices.

[0 Ft=;u:iProp], £ A_. {n‘[[FI—tZT]],Yg[[FI—UIT]]V}
[T F False : iProp], = A_. 0
[T F True : iProp], = A_.N
[ FPAQ :iProp], = Aa.[I' - P :iProp],(a) N [T+ Q : iProp](a)
[CFPVQ:iProp], £ Aa. [T+ P :iProp],(a) U [+ Q : iProp],(a)
VYm,bm<nAa<bAbeV, =
[CFP=Q:iProp], = X\a. { n m € [I'+ P :iProp],(b) =
m € [['FQ : iProp],(b)
[0 FVa : 7. P :iProp], £ \a. {n‘Vv efr)lnel,z: 7+ P: iPropﬂW[mev](a)}
[T+ 3z : 7. P:iProp]y £ Xa. {n|TFv e [r]l.n e[, z:7F P:iProp],a)}
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3by,ba.a = by by A
n e [I'FP:iProp],(bi) Ane[l'FQ: iPropﬂW(bg)}
Vm,b.m <nAa-beV, =
[CFP —Q:iProp], £ Xa. { n m € [I' = P :iProp],(b) =
m € [I'+Q :iProp],(a-b)

[C =OP :iProp], £ Aa. [T+ P :iProp],(|al)

[T F>P:iProp], £ Xa. {n|n=0vn—1¢€ [l F P:iProp],(a)}
[T+ Own () : iProp], £ Ab. {n|[I' -t : M], X b}

[CEV(@) :iProp]l, £ A {n|[CFt:M], € V,}
Vm,a'.m <nA(a-d) €V, = }

[T+ PxQ :iProp], £ Aa. {n

3b.(b-a') € Vi Am e [[F P :iProp],(b)

[T+ B P :iProp], = Aa. {n

For every definition, we have to show all the side-conditions: The maps have to be non-expansive
and monotone.

Interpretation of non-propositional terms [CHt:7]:[T] 2 [7]

[T Fa:7], 2 7(2)
[CEF(ty,... tn) : Tntily 2 [FI([T Ft STy, o [DF s Tly)
[CEXe:rt:r 7] &[] Do bt ]y
[CHtw): 7], 2[T+t:7 = 7], (CFu:7],)
[CHpa:7t:r]y 2 fis(Au: [7]. [Tz mht: 7]y e )

[TFO:1,=0
[[F [ (tl,tg) 171 X Tg]],), & (HF [ tl 27'1]]7, [[F l_tg : TQH»Y)
[CFmt): ]y & m([DHt:m x 72]~)

(1>

[a : M],
[CF [t :M], &[0 F¢t:M],
[Crt-u:Ml, 2 [0Ft:M], - [DFu:M],

a

An environment I is interpreted as the set of finite partial functions p, with dom(p) = dom(T")
and p(z) € [['(z)].

Logical entailment. We can now define semantic logical entailment.
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Interpretation of entailment ‘ [Tk P]: Prop‘

[C| PFQ]2VneN. VreM.Yye [l
n € 'k P :iProp],(r) = n e [['F Q : iProp],(r)

The following soundness theorem connects syntactic and semantic entailment. It is proven by
showing that all the syntactic proof rules of §4 can be validated in the model.

'PHQQ=[|PFQ]

It now becomes straight-forward to show consistency of the logic.
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6 Extensions of the Base Logic

In this section we discuss some additional constructions that we define within and on top of the
base logic. These are not “extensions” in the sense that they change the proof power of the logic,
they just form useful derived principles.

6.1 Derived rules about base connectives

We collect here some important and frequently used derived proof rules.

P=QFP—=xQ Pxdr.Q 4 3dz. PxQ PxVr.QFVr. PxQ OP=*xQ)+-OPx0OQ
OP=Q)+-O0P=0 OP—=Q)FOP—=0OQ OWP —=Q) 40P = Q)

>MP=Q)F>rP=>Q (P+Q)F>P —%>Q Prr>P

6.2 Persistent assertions

We call an assertion P persistent if P F [0 P. These are assertions that “don’t own anything”, so
we can (and will) treat them like “normal” intuitionistic assertions.
Of course, O P is persistent for any P. Furthermore, by the proof rules given in §4.3, True, False,

t =1t as well as [Lq“v and V(a) are persistent. Persistence is preserved by conjunction, disjunction,
separating conjunction as well as universal and existential quantification and .

6.3 Timeless assertions and except-0

One of the troubles of working in a step-indexed logic is the “later” modality . It turns out that
we can somewhat mitigate this trouble by working below the following except-0 modality:

oP £ >FalseV P

This modality is useful because there is a class of assertions which we call timeless assertions,
for which we have
timeless(P) 2> P - oP

In other words, when working below the except-0 modality, we can strip away the later from timeless
assertions.
The following rules can be derived about except-0:

EX(0-MONO oVx. P 4-Vz. o P
PrHQ EX0-INTRO EX0-IDEM o(P* Q) = oP x0Q
— odxg. P—H-3dz. o P
oPFoQ PEoP oo Pk oP o(PAQ) "+ oP Ao
(PV Q) 40P v oQ oOP -~ O¢P
o o o
o>P F > P

The following rules identify the class of timeless assertions:
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I I timeless(P) I - timeless(Q) I+ timeless(P) I+ timeless(Q)

T'F timeless(P A Q) I+ timeless(P V Q)
I+ timeless(P) T+ timeless(Q) T+ timeless(P) T I timeless(Q)
I F timeless(P * Q) I' F timeless(O P) I F timeless(P = Q)
I' F timeless(Q) T,z : 7 F timeless(P) Iz : 7 F timeless(P) )
- - - timeless(True)
I F timeless(P — Q) I' F timeless(Vz : 7. P) I F timeless(3x : 7. P)
t or t' is a discrete OFE element a is a discrete OFE element

timeless(False)

timeless(t =, t') timeless(Own (a))

a is an element of a discrete CMRA
timeless(V(a))
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7 Language
A language A consists of a set Expr of expressions (metavariable e), a set Val of values (metavariable
v), and a nonempty set State of states (metavariable o) such that

e There exist functions val_to_expr : Val — FEzpr and expr_to_val : Expr — Val (notice the
latter is partial), such that

Ve, v. expr_to_val(e) = v = val_to_expr(v) = e Vv. expr_to_val(val_to_expr(v)) = v

e There exists a primitive reduction relation
(=, — =t —,—,—) C Expr x State x Expr x State x List(Expr)

A reduction ey, 07 —¢ €2, 09, € indicates that, when e; reduces to e, the new threads in the
list € is forked off. We will write ej, 01 —¢ ea, 02 for 1,01 — €2, 09, (), i.e., when no threads
are forked off.

o All values are stuck:
e, —+_, , = expr_to_val(e) =1

Definition 19. An expression e and state o are reducible (written red(e, o)) if
362702,5670 —t 62,02,6
Definition 20. An expression e is atomic if it reduces in one step to something irreducible:
Val, €2,09, e. €,01 —t €2,09, €= ﬁred(eg, 02)

Definition 21 (Context). A function K : Expr — Ezpr is a context if the following conditions are
satisfied:

1. K does not turn non-values into values:
Ve.expr_to_val(e) = L = expr_to_val(K(e)) = L

2. One can perform reductions below K :
Ve1,01,e2,02,€ 1,01 = €2,02,€ = K(e1),01 = K(e2),02,€

3. Reductions stay below K until there is a value in the hole:
Vel,o1,e2,09,€. expr_to_val(e]) = L A K(e}),01 = e2,02,€ = Jeb.ea = K(e}) N el,01 —n
6127 g2, 5
7.1 Concurrent language

For any language A, we define the corresponding thread-pool semantics.

Machine syntax
T € ThreadPool = List( Expr)

Machine reduction

€1,01 _>t 6270—276
T+ ler] H T 501 =+ T+ [ea] H T+ &0
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8 Program Logic

This section describes how to build a program logic for an arbitrary language (c.f. §7) on top of
the base logic. So in the following, we assume that some language A was fixed.

8.1 Dynamic Composeable Higher-Order Resources

The base logic described in §4 works over an arbitrary CMRA M defining the structure of the
resources. It turns out that we can generalize this further and permit picking CMRAs “X(iProp)”
that depend on the structure of assertions themselves. Of course, iProp is just the syntactic type
of assertions; for this to make sense we have to look at the semantics.

Furthermore, there is a composability problem with the given logic: if we have one proof per-
formed with CMRA M, and another proof carried out with a different CMRA M>, then the two
proofs are actually carried out in two entirely separate logics and hence cannot be combined.

Finally, in many cases just having a single “instance” of a CMRA available for reasoning is not
enough. For example, when reasoning about a dynamically allocated data structure, every time a
new instance of that data structure is created, we will want a fresh resource governing the state of
this particular instance. While it would be possible to handle this problem whenever it comes up,
it turns out to be useful to provide a general solution.

The purpose of this section is to describe how we solve these issues.

Picking the resources. The key ingredient that we will employ on top of the base logic is to
give some more fixed structure to the resources. To instantiate the program logic, the user picks a
family of locally contractive bifunctors (£; : OFE — CMRA);cz. (This is in contrast to the base
logic, where the user picks a single, fixed CMRA that has a unit.)

From this, we construct the bifunctor defining the overall resources as follows:

GName £ N
ResF(T°?, T) 2 T[] GName ™ =;,(T°?,T)
i€

We will motivate both the use of a product and the finite partial function below. ResF(T°P,T) is a
CMRA by lifting the individual CMRAs pointwise, and it has a unit (using the empty finite partial
functions). Furthermore, since the %, are locally contractive, so is ResF.

Now we can write down the recursive domain equation:

iPreProp = UPred(ResF(iPreProp, iPreProp))

iPreProp is a COFE defined as the fixed-point of a locally contractive bifunctor. This fixed-point
exists and is unique? by America and Rutten’s theorem [1, 3]. We do not need to consider how the
object is constructed. We only need the isomorphism, given by

Res £ ResF(iPreProp, iPreProp)
iProp = UPred(Res)
€ : iProp =5 iPreProp

€1 . iPreProp =5 iProp

2We have not proven uniqueness in Coq.
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Notice that ¢Prop is the semantic model of assertions for the base logic described in §4 with Res:
[iProp] £ iProp = UPred(Res)

Effectively, we just defined a way to instantiate the base logic with Res as the CMRA of resources,
while providing a way for Res to depend on iPreProp, which is isomorphic to [iProp].

We thus obtain all the rules of §4, and furthermore, we can use the maps & and £~' in the
logic to convert between logical assertions [iProp] and the domain ¢PreProp which is used in the
construction of Res — so from elements of iPreProp, we can construct elements of [M], which are
the elements that can be owned in our logic.

Proof composability. To make our proofs composeable, we generalize our proofs over the family
of functors. This is possible because we made Res a product of all the CMRAs picked by the user,
and because we can actually work with that product “pointwise”. So instead of picking a concrete
family, proofs will assume to be given an arbitrary family of functors, plus a proof that this family
contains the functors they need. Composing two proofs is then merely a matter of conjoining the
assumptions they make about the functors. Since the logic is entirely parametric in the choice of
functors, there is no trouble reasoning without full knowledge of the family of functors.

Only when the top-level proof is completed we will “close” the proof by picking a concrete family
that contains exactly those functors the proof needs.

Dynamic resources. Finally, the use of finite partial functions lets us have as many instances
of any CMRA as we could wish for: Because there can only ever be finitely many instances already
allocated, it is always possible to create a fresh instance with any desired (valid) starting state.
This is best demonstrated by giving some proof rules.

So let us first define the notion of ghost ownership that we use in this logic. Assuming that
the family of functors contains the functor ¥; at index ¢, and furthermore assuming that M; =
Y;(iPreProp, iPreProp), given some a € M; we define:

This is ownership of the pair (element of the product over all the functors) that has the empty
finite partial function in all components except for the component corresponding to index ¢, where
we own the element a at index + in the finite partial function.

We can show the following properties for this form of ownership:

RES-ALLOC RES-UPDATE RES-EMPTY
G infinite a €V, a~n, B € is a unit of M;
Truek B3y € G.la: M) la:M;' FB3beBb: M, True b e’

RES-TIMELESS
a is a discrete OFE element

la: M| %10 M HFla-b: M a: M;! = Va(a) timeless(la : M; 1)

|
L4, -4 0 LTt 1 | L --°%,

Below, we will always work within (an instance of) the logic as described here. Whenever a
CMRA is used in a proof, we implicitly assume it to be available in the global family of functors.
We will typically leave the M; implicit when asserting ghost ownership, as the type of a will be
clear from the context.
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8.2 World Satisfaction, Invariants, Fancy Updates

To introduce invariants into our logic, we will define weakest precondition to explicitly thread

through the proof that all the invariants are maintained throughout program execution. However,

in order to be able to access invariants, we will also have to provide a way to temporarily disable

(or “open”) them. To this end, we use tokens that manage which invariants are currently enabled.
We assume to have the following four CMRAs available:

InuName £ N

Inv = AuTtH(InvName fin, Ac(»iPreProp))
EN £ o(InuName)
Dis £ o (InuName)

The last two are the tokens used for managing invariants, INV is the monoid used to manage the
invariants themselves.

We assume that at the beginning of the verification, instances named Ygrare, Yinv, YEx and Ypig
of these CMRAs have been created, such that these names are globally known.

World Satisfaction. We can now define the assertion W (world satisfaction) which ensures that
the enabled invariants are actually maintained:

Invariants. The following assertion states that an invariant with name ¢ exists and maintains
assertion P:

Fancy Updates and View Shifts. Next, we define fancy updates, which are essentially the same
as the basic updates of the base logic (§4), except that they also have access to world satisfaction
and can enable and disable invariants:

SREPLWL ™ w oWk &« P)

Here, & and & are the masks of the view update, defining which invariants have to be (at least!)
available before and after the update. We use T as symbol for the largest possible mask, N, and
L for the smallest possible mask (). We will write £, P for 555 P. Fancy updates satisfy the
following basic proof rules:

FUP-MONO FUP-INTRO-MASK
P+ Q 52 C 51 FUP-TRANS FUP-UPD

E1 0 &2 Ea L E E1 .\ E:
SIESZPI—EIE‘&Q Pl_flbngg‘aglp 152 2'33PF 1'33P EPFESP

FUP-UPDATE

a~ B FUP-TIMELESS

timeless(P)
>PF B, P

FUP-FRAME
Qxpipr SYEpsthg, p Own (a) - 2¢3b € B.Own (b)
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(There are no rules related to invariants here. Those rules will be discussed later, in §8.4.)
We can further define the notions of view shifts and linear view shifts:

P SIEKSQ OLP EIE&Q
P 2% Q2 0P «"B7Q)
P=:Q2P *2°Q
These two are useful when writing down specifications and for comparing with previous versions of

Iris, but for reasoning, it is typically easier to just work directly with fancy updates. Still, just to
give an idea of what view shifts “are”, here are some proof rules for them:

VS-UPDATE VS-TRANS VS-IMP VS-MASK-FRAME
a~» B p &inée Q Q £228 p 0P = Q) p S8 Q
0l =pIeB.b] R P=yQ p w3 8w
VS-FRAME VS-TIMELESS VS-DISJ VS-EXIST
P &2 Q timeless(P) p &=z R Q “=25R Va. (P ©1=2%2 Q)
PxR “=2%2 QxR bP =y P PvQ =28 R (3z.P) “1=2%Q
VS-ALWAYS
OQFP "=™ R VS-FALSE
PAOQ =% R False 12 p

8.3 Weakest Precondition
Finally, we can define the core piece of the program logic, the assertion that reasons about program

behavior: Weakest precondition, from which Hoare triples will be derived.

Defining weakest precondition. We assume that everything making up the definition of the
language, i.e., values, expressions, states, the conversion functions, reduction relation and all their
properties, are suitably reflected into the logic (i.e., they are part of the signature §). We further
assume (as a parameter) a predicate I : State — iProp that interprets the physical state as an Iris
assertion. This can be instantiated, for example, with ownership of an authoritative RA to tie the
physical state to fragments that are used for user-level proofs.

wp £ pwp. \E, e, P.
(Fv.expr_to_val(e) = v A B P(v)) V

(exprﬁtoﬁval(e) = 1L AVo.I(0) =K
red(e,0) x> Ve, o' & (e,0 — €', 0, &) "=k
I(o") x wp(E, €, P) * * ereewp(T, e’ A True))
wpg e {v. P} = wp(E, e, \v. P)

If we leave away the mask, we assume it to default to T.
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Laws of weakest precondition. The following rules can all be derived:

WP-VALUE WP-MONO FUP-WP
- &1 C & T,x:val | PFQ -

P [ P Py P
o/l wpen (P} LSS SRS Bewpee (e P wpee (r.P)

WP-ATOMIC
WP-FUP

wpe e {z. B¢ P} - wpg e {z. P} atomic(e)

figfe Wpg, € {:C =X P} Fwpg, e{z. P}

WP-FRAME-STEP
expr_to_val(e) = L E C&E

wpg, e {x. P} g fpfiop wpg, e{z.Q * P}

WP-FRAME
Q +*wpge{z. P} Fwpge{zr.Qx* P}

WP-BIND
K is a context

wpg e {z. wpg K (val_to_expr(z)) {y. P}} F wpg K(e) {y. P}

We will also want a rule that connect weakest preconditions to the operational semantics of the
language.

WP-LIFT-STEP
expr_to_val(e;) = L

Voi.1(01) €=k red(ey, o) *
> Vey, 09, (61,01 — €2, 09, €) "=k (I(ag) *wpg eg {x. P} * * ercewpT ef {_. True})
F wpg e {z. P}

Adequacy of weakest precondition. The purpose of the adequacy statement is to show that
our notion of weakest preconditions is realistic in the sense that it actually has anything to do
with the actual behavior of the program. There are two properties we are looking for: First of all,
the postcondition should reflect actual properties of the values the program can terminate with.
Second, a proof of a weakest precondition with any postcondition should imply that the program
is safe, i.e., that it does not get stuck.

Definition 22 (Adequacy). A program e in some initial state o is adequate for a set V. C Val of
legal return values (e,0 = V') if for all T', 0" such that ([e], o) =3, (T',0") we have

1. Safety: For any e’ € T" we have that either €' is a value, or red(e},o’):
Ve' € T'. expr_to_val(e') # L Vred(e',o")

Notice that this is stronger than saying that the thread pool can reduce; we actually assert that
every non-finished thread can take a step.

2. Legal return value: If T (the main thread) is a value V', then v' € V':

VW T T =W+ T = eV
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To express the adequacy statement for functional correctness, we assume that the signature S
adds a predicate @ to the logic:
@ : Val — iProp € F

Furthermore, we assume that the interpretation [®] of @ reflects some set V' of legal return values
into the logic (also see §5):

[#] : [Val] = [iProp]

[®] £ M. 2. {n|veV}

The signature can of course state arbitrary additional properties of @, as long as they are proven
sound. The adequacy statement now reads as follows:

VE,e,v,0.
(True - 231, I(0) * wpg e {z. P(x)}) =
e, o EV

Notice that the state invariant S used by the weakest precondition is chosen after doing a fancy
update, which allows it to depend on the names of ghost variables that are picked in that initial
fancy update.

Hoare triples. It turns out that weakest precondition is actually quite convenient to work with,
in particular when perfoming these proofs in Coq. Still, for a more traditional presentation, we can
easily derive the notion of a Hoare triple:

{Ple{v.Q}e 2 O(P - wpg e {v.Q})

We only give some of the proof rules for Hoare triples here, since we usually do all our reasoning
directly with weakest preconditions and use Hoare triples only to write specifications.

HT-BIND
HT-RET K is a context {P}e{v.Q}e Vu. {Q} K (v) {w. R}¢
{True} w{v.v = w}¢ {P} K(e){w. R}¢
Hr-csqQ HT-FRAME
PP {Plefv.Q}le V0.0’ Q {P}e{v.Q}e
{P}e{v.Q}¢ {PxR}e{v.Q * R}¢
Hr-ATOMIC
p €8 p (Ple{v.Q'}e  W0.Q =€ Q  atomic(e) HT-FALSE
{P}e{v.Q}ewe {False} e{v. P}¢
Hr-DISJ Hr-EXIST Hr-BOX
{P}e{v.R}¢ {QYe{v.R}¢ Va.{P}e{v.Q}e OQF {P}e{v.R}¢
{PVvQ}e{v.R}¢e {3z. P}e{v.Q}¢ {PAOQ}e{v.R}e
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8.4 Invariant Namespaces

In §8.2, we defined an assertion L expressing knowledge (i.e., the assertion is persistent) that
P is maintained as invariant with name ¢. The concrete name ¢ is picked when the invariant is
allocated, so it cannot possibly be statically known — it will always be a variable that’s threaded
through everything. However, we hardly care about the actual, concrete name. All we need to
know is that this name is different from the names of other invariants that we want to open at the
same time. Keeping track of the n? mutual inequalities that arise with n invariants quickly gets in
the way of the actual proof.

To solve this issue, instead of remembering the exact name picked for an invariant, we will keep
track of the namespace the invariant was allocated in. Namespaces are sets of invariants, following
a tree-like structure: Think of the name of an invariant as a sequence of identifiers, much like a fully
qualified Java class name. A namespace N then is like a Java package: it is a sequence of identifiers
that we think of as containing all invariant names that begin with this sequence. For example,
org.mpi-sws.iris is a namespace containing the invariant name org.mpi-sws.iris.heap.

The crux is that all namespaces contain infinitely many invariants, and hence we can freely
pick the namespace an invariant is allocated in — no further, unpredictable choice has to be made.
Furthermore, we will often know that namespaces are disjoint just by looking at them. The names-
paces N.iris and N .gps are disjoint no matter the choice of N'. As a result, there is often no
need to track disjointness of namespaces, we just have to pick the namespaces that we allocate our
invariants in accordingly.

Formally speaking, let ' € InvNamesp = List(N) be the type of invariant namespaces. We
use the notation A .. for the namespace [t] +H A. (In other words, the list is “backwards”. This is
because cons-ing to the list, like the dot does above, is easier to deal with in Coq than appending
at the end.)

The elements of a namespaces are structured invariant names (think: Java fully qualified class
name). They, too, are lists of N, the same type as namespaces. In order to connect this up to the
definitions of §8.2, we need a way to map structued invariant names to InvName, the type of “plain”
invariant names. Any injective mapping namesp_inj will do; and such a mapping has to exist because
List(N) is countable and InvName is infinite. Whenever needed, we (usually implicitly) coerce N
to its encoded suffix-closure, i.e., to the set of encoded structured invariant names contained in the
namespace:

NT2 3Nt = namesp_inj(N' + N}

We will overload the notation for invariant assertions for using namespaces instead of names:

PN 23, ent [P

We can now derive the following rules (this involves unfolding the definition of fancy updates):

INV-OPEN
NCE
INV-PERSIST INV-ALLOC =

PN op” > P - P [PV e=€W 5 Py (b P EW=KE True)

INV-OPEN-TIMELESS
N CE  timeless(P)

N ESEW p oy (P £\N9[<g True)
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8.5 Accessors

The two rules INv-OPEN and INV-OPEN-TIMELESS above may look a little surprising, in the sense that
it is not clear on first sight how they would be applied. The rules are the first accessors that show
up in this document. Accessors are assertions of the form

P 9128 33.Q« (Vy. Q' =k R)

One way to think about such assertions is as follows: Given some accessor, if during our verifi-
cation we have the assertion P and the mask £ available, we can use the accessor to access (Q and
obtain the witness . We call this opening the accessor, and it changes the mask to £. Additionally,
opening the accessor provides us with Vy. Q' 523[<51 R, a linear view shift (i.e., a view shift that
can only be used once). This linear view shift tells us that in order to close the accessor again and
go back to mask &7, we have to pick some y and establish the corresponding Q’. After closing, we
will obtain R.

Using vs-TrANs and Hr-aTomic (or the corresponding proof rules for fancy updates and weakest
preconditions), we can show that it is possible to open an accessor around any view shift and any
atomic expression:

Acc-vs
P 92830 Qx (Vy.Q ©=k** R)  V2.Q* Pr =¢, Jy.Q' * Pr
Px Pr =g Rx*Pp

Acc-Hr
P 925 320.Qx (Vy. Q' ©=k** R)  Va.{Q* Pr}e{3y.Q * Prle, atomic(e)
{P« Pp}e{Rx* Prlg,

Furthermore, in the special case that & = &, the accessor can be opened around any expression.
For this reason, we also call such accessors non-atomic.

The reasons accessors are useful is that they let us talk about “opening X” (e.g., “opening
invariants”) without having to care what X is opened around. Furthermore, as we construct more
sophisticated and more interesting things that can be opened (e.g., invariants that can be “can-
celled”; or STSs), accessors become a useful interface that allows us to mix and match different
abstractions in arbitrary ways.

For the special case that P = R and Q = Q’, we use the following notation that avoids repetition:

(P 2Q)g 2P 2% 30.Qx(Q %=k P)

This accessor is “idempotent” in the sense that it doesn’t actually change the state. After applying
it, we get our P back so we end up where we started.
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9 Derived constructions

9.1 Non-atomic (“thread-local”) invariants

Sometimes it is necessary to maintain invariants that we need to open non-atomically. Clearly, for
this mechanism to be sound we need something that prevents us from opening the same invariant
twice, something like the masks that avoid reentrancy on the “normal”, atomic invariants. The
idea is to use tokens® that guard access to non-atomic invariants. Having the token [Nalnv : p.£]
indicates that we can open all invariants in £. The p here is the name of the invariant pool. This
mechanism allows us to have multiple, independent pools of invariants that all have their own
namespaces.

One way to think about non-atomic invariants is as “thread-local invariants”, where every pool
is a thread. Every thread thus has its own, independent set of invariants. Every thread threads
through all the tokens for its own pool, so that each invariant can only be opened in the thread it
belongs to. As a consequence, they can be kept open around any sequence of expressions (i.e., there
is no restriction to atomic expressions) — after all, there cannot be any races with other threads.

Concretely, this is the monoid structure we need:

PId % GName
NATOK £ ofi"(InuName) x p(InvName)

For every pool, there is a set of tokens designating which invariants are enabled (closed). This

corresponds to the mask of “normal” invariants. We re-use the structure given by namespaces for

non-atomic invariants. Furthermore, there is a finite set of invariants that is disabled (open).
Owning tokens is defined as follows:

,,,,, p
|
|

[Nalnv : p] £ [Nalnv : p.T]

Next, we define non-atomic invariants. To simplify this construction,we piggy-back into “nor-
mal” invariants.

We easily obtain:

True =, Jp. [Nalnv : p] [Nalnv : p.&1 W &) < [Nalnv : p.&] * [Nalnv : p.&s]

> P =5 O Nalnv®? (P) Nalnv® (P) - ([Nalnv : pN] & > P)

from which we can derive

NCE
Nalnv?N (P) - ([Nalnv : p.£] <> > P # [Nalnv : p.€ \ N])

3Very much like the tokens that are used to encode “normal”, atomic invariants
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9.2 Boxes

The idea behind the bozes is to have an assertion P that is actually split into a number of pieces,
each of which can be taken out and back in separately. In some sense, this is a replacement
for having an “authoritative PCM of Iris assertions itself”. It is similar to the pattern involving
saved propositions that was used for the barrier [5], but more complicated because there are some
operations that we want to perform without a later.

Roughly, the idea is that a box is a container for an assertion P. A box consists of a bunch
of slices which decompose P into a separating conjunction of the assertions ); governed by the
individual slices. Each slice is either full (it right now contains Q;), or empty (it does not contain
anything currently). The assertion governing the box keeps track of the state of all the slices that
make up the box. The crux is that opening and closing of a slice can be done even if we only have
ownership of the boxes “later” (»).

The interface for boxes is as follows: The two core assertions are: BoxSlice(NV, P, 1), saying
that there is a slice in namespace A with name ¢ and content P; and Box(N, P, f), saying that f
describes the slices of a box in namespace A/, such that all the slices together contain P. Here, f

is of type N A BoxState mapping names to states, where BoxState = {full, empty}.

BOX-CREATE
True = 5 Box (N, True, §)

SLICE-INSERT-EMPTY
pP Box(N, P, f) = Ji ¢ dom(f). O BoxSlice(NV, Q, 1) * b° Box(N, P Q, f [i < empty])

SLICE-DELETE-EMPTY
(i) = empty
BoxSlice(N, Q,4) F >? Box(N, P, f) =, IP". bP(>(P = P’ * Q) * Box(N, P', f [i + 1]))

SLICE-FILL
f(i) = empty
BoxSlice(N, Q,7) F5° Q x >Box(N, P, f) = 5? Box(N, P, f [i + full])

SLICE-EMPTY
f@@) = full
BoxSlice(NV, Q,7) F ¥ Box(N, P, f) = x> Q +5° Box(N, P, f [i + empty])

BoX-FILL
Vi € dom(f). f(i) = empty

> P x Box(N, P, f) =y Box(N, P, f [i + full| i € dom(f)])

Box-EMPTY
Vi € dom(f). f(i) = full

Box(N, P, f) =5 > P % Box(N, P, f [i < empty | i € dom(f)])

Above, b P is syntactic sugar for > P (if bis 1) or P (if b is 0). This is essentially an optional later,
indicating that the lemmas can be applied with Box being owned now or later, and that ownership
is returned the same way.

34



Model. The above rules are validated by the following model. We need a CMRA as follows:
BoxState £ full + empty

Box £ AutH(EX(BoxState)”) x AG(»iProp)’

Now we can define the assertions:

Slicelnv(i, P) 2 3p.0 (e b, 5) (b= fuII) P)

Derived rules. Here are some derived rules:
SLICE-INSERT-FULL

>Q * Y Box(N, P, f) = 3i ¢ dom(f). OBoxSlice(N, Q, 1) * >° Box(N, P * Q, f [i + full])

SLICE-DELETE-FULL

f (@) = full

BoxSlice(N, Q,7) F > Box(N, P, f) =5 > Q x 3P". p°(5(P = P’ % Q) * Box(N, P’ f [i + 1]))

SLICE-SPLIT
f@) =s
BoxSlice(NV, Q1 * Qa,7) F P Box(N, P, f) =z Jiy ¢ dom(f),ip ¢ dom(f). i1 # i A
O BoxSlice(N, Q1, 1) * O BoxSlice(N, Qa, i2) * b Box(N, P, f [i ¢ L] [iy < 8] [ig ¢ s])

SLICE-MERGE
i1 # iz f(i1)=f(1'2)=5
BoxSlice(N, Q1,11), BoxSlice(N, Qo, i2) F >P Box(N, P, f) = Ji ¢ dom(f) \ {i1,ia} .
O BoxSlice(N, Q1 * Qz,7) *>° Box(N, P, f [iy + L] [ig < L] [i < s])
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10 Logical paradoxes

In this section we provide proofs of some logical inconsistencies that arise when slight changes are
made to the Iris logic.

10.1 Saved propositions without a later

As a preparation for the proof about invariants in §10.2, we show that omitting the later modality
from a variant of saved propositions leads to a contradiction. Saved propositions have been intro-
duced in prior work [4, 5] to prove correctness of synchronization primitives; we will explain all that
is necessary here. The counterexample assumes a higher-order logic with separating conjunction,
magic wand and the modalities [J and B satisfying the rules in §4.

Theorem 1. If there exists a type GName and an assertion _ = _ : GName — iProp — iProp
associating names v : GName to propositions and satisfying:

F B3y : GName.y = P(v) (SPROP-ALLOC)
v P+ Oy = P) (SPROP-PERSIST)
v Pxy=2QFP&SQ (SPROP-AGREE)

then b+ B False.

The type GName should be thought of as the type of “locations” and v = P should be read as
stating that location v “stores” proposition P. Notice that these are immutable locations, so the
maps-to assertion is persistent. The rule sproP-ALLOC is then thought of as allocation, and the rule
SPROP-AGREE states that a given location v can only store one proposition, so multiple witnesses
covering the same location must agree.

The conclusion of sPRoP-AGREE usually is guarded by a >. The point of this theorem is to show
that said later is essential, as removing it introduces inconsistency. The key to proving Theorem 1
is the following assertion:

Definition 23. A(y) £ 3P : iProp. O-P Ay = P.

Intuitively, A(y) says that the saved proposition named v does not hold, i.e., we can disprove
it. Using SPROP-PERSIST, it is immediate that A() is persistent.

Now, by applying sprop-aLLOC with A, we obtain a proof of P £ 4 = A(7): this says that the
proposition named -y is the assertion saying that it, itself, doesn’t hold. In other words, P says that
the assertion named 7 expresses its own negation. Unsurprisingly, that leads to a contradiction, as
is shown in the following lemma:

Lemma 2. We have v = A(y) F O-A(y) and v = A(y) F A(y).
Proof.

e First we show v & A(y) F O-A(y). Since v & A(y) is persistent it suffices to show
v & A(y) F —A(7). Suppose v = A(y) and A(y). Then by definition of A there is a P such
that O —P and v = P. By spropP-AGREE we have P < A(y) and so from =P we get —A(7),
which leads to a contradiction with A(~).
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e Using the first item we can now prove v = A(y) F A(y). We need to prove
3P :iProp. O-PA~v = P.

We do so by picking P to be A(y), which leaves us to prove 0 —A(y) Ay & A(v). The last
conjunct holds by assumption, and the first conjunct follows from the previous item of this

lemma.
O
With this lemma in hand, the proof of Theorem 1 is simple.
Theorem 1. Using the previous lemmas we have
FVy.=(y = A(9).
Together with the rule spropP-aLLOC we thus derive B> False. O

10.2 Invariants without a later

Now we come to the main paradox: if we remove the > from inv-opPEN, the logic becomes inconsistent.
The theorem is stated as general as possible so taht it also applies to previous, less powerful versions
of Iris.

Theorem 2. Assume a higher-order separation logic with O and an update modality with a binary
mask 9{0 1} (think: empty mask and full mask) satisfying strong monad rules with respect to
separating conjunction and such that:

WEAKEN-MASK

Bol - BnP

Assume a type InuName and an assertion D : InuName — iProp — iProp satisfying:

INV-OPEN-NOLATER
INV-ALLOC INV-PERSIST P x Q - EO (P * R)

Prp,3. [P P"+o[P] [P]"+QF B R

Finally, assume the existence of a type GName and two tokens's| : GName — iProp and @“] :

GName — iProp parameterized by GName and satisfying the following properties:

START-ALLOC START-FINISH START-NOT-FINISHED FINISHED-DUP
rey ey eiatel [nle’ ntriel eiriet eiatel etriel
F B8] S FBoF] S| *|F. F False (FiFIF H(F
Then Truet- = False.
The core of the proof is defining the = from the previous counterexample using invariants.
Then, using the standard proof rules for invariants, we show that it satisfies sProp-ALLOC and
SPROP-PERSIST. Furthermore, assuming the rule for opening invariants without a >, we can prove a

slightly weaker version of sPrRoP-AGREE, which is sufficient for deriving a contradiction.
We start by defining & satisfying (almost) the assumptions of Lemma 4.
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Definition 24. We define _ = _ : GName — iProp — iProp as:

vy P23 ;lé:}v\/@]w*DP .

Note that using INV-PERSIST, it is immediate that v = P is persistent. B

We use the tokens LSJW and [Fﬂ to model invariants that can be initialized “lazily”: LSJV indicates
that the invariant is still not initialized, whereas the duplicable [Fﬂ indicates it has been initialized
with a resource satisfying P.

We can show variants of sPROP-AGREE and spPROP-ALLOC for the defined .

Lemma 3. We have - 23v.v = P(7v).

Proof. We have to show the allocation rule

FBer3y.v= P

S

(!
From starT-ALLOC we have a 7 such that 'S holds and hence from WEAKEN-MASK we have

T;léjv. Since we are proving a goal of the form 5+ R we may assume Léﬁ}v Thus for any P we have

‘réﬁ}’y VIE % P). Again since our goal is still of the form we may assume ‘réﬁ}v ViF! xOP.
T [ T [ [
The rule inv-ALLoC then gives us precisely what we need. O O

Lemma 4. We have y = Pxv = Q+«OPF 2,00 and thus v =& Pxy = Q F (B+0OP) &
(B+0Q).

Lemma /. e We first show
v Pxye= Q+«OPFBEOQ.

We use INV-OPEN-NOLATER to open the invariant in « = P and consider two cases:

1. Léj’y(the invariant is “uninitialized”) : In this case, we use START-FINISH to “initialize” the
invariant and obtain | fﬂ. Then we duplicate LFf/, and use it together with (J P to close
the invariant.

,77
|

2. [Fﬁ * J P (the invariant is “initialized”): In this case we duplicate E“]’Y, and use a copy

to close the invariant.

After closing the invariant, we have obtained [:F]A/ Hence, it is sufficient to prove

7 kv Prye QxOPF B 0Q.

We proceed by using INV-OPEN-NOLATER to open the other invariant in v & @, and we again
consider two cases:

1. ;r 7SrY (the invariant is “uninitialized”): As witnessed by START-NOT-FINISHED, this cannot
happen, so we derive a contradiction. Notice that this is a key point of the proof: because
the two invariants (v = P and v & Q) share the ghost name =, initializing one of them
is enough to show that the other one has been initialized. Essentially, this is an indirect
way of saying that really, we have been opening the same invariant two times.

2. LFJW * 0@ (the invariant is “initialized”): Since OJ@Q is duplicable we use one copy to
close the invariant, and retain another to prove B+ 0Q.
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e By applying the above twice, we easily obtain

v Pxy= QF (B+OP) e (B+0OQ)
0 ]

Intuitively, Lemma 4 shows that we can “convert” a proof from P to Q.

We are now in a position to replay the counterexample from §10.1. The only difference is
that because Lemma 4 is slightly weaker than the rule spPrRoP-AGREE of Theorem 1, we need to use
>, False in place of False in the definition of the predicate A: we let A(y) £ 3P : iProp. O(P =
B+ False) Ay & P and replay the proof that we have presented above.
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