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RustBelt Meets Relaxed Memory: Technical Appendix 99:3

1 LANGUAGE
1.1 Grammar

Our language is an extension of the original RustBelt’s Aryst with the relaxed memory semantics
of ORC11 (§1.2). Apyst is a lambda calculus with integers, locations with explicit allocation and
deallocation, and a notion of poison value #. Instead of sc for atomic accesses, we use release rel,
acquire acq, and relaxed rlx accesses together with fences.

The grammar is given in Fig. 1. Several syntactic sugars are taken as-is from the original RustBelt,
given in Fig. 2. We refer the reader to the original RustBelt appendix ([Jung et al. 2017]) for more
explanation of the grammar and syntactic sugars.

1.2 Operational Semantics

Following iGPS ([Kaiser et al. 2017]) we use an operational semantics for relaxed memory so that it
can be instantiated in Iris. For this work, we extend iGPS’s operational semantics for RA+NA to
include relaxed accesses and fences.

z€Z
Expraes= |v|x
|ee|le+te|le—e|le<e|e==e
| e(e)
| “e | ey :=; ez | CAS(eo, e1, €2, 0,07, 0,,)
| alloc(e) | free(ey, ez)
| caseeofe
| fork{e}
| fence,
Valsv:=4%|C|z|recf(x):=e
Loc > € == (i,n) ieNt,nez
Order> o0 :=acq|rel|rlx|na
Ctx> K =

| ®
|Ke|vK|K+e|v+K|K-e|v—-K
|K<e|v<K|K==e|v==K

| K(e) | v(v + [K] + )

| K| K:=¢e|vi= K

| CAS(K, ey, €3, 0, 0r, 0,)

| CAS(vy, K, €3, 07, 0r, 04,)

| CAS(vg, v1, K, 0f, 0r, 0,,)

| alloc(K) | free(K,e;) | free(e;, K)

| case K of'e
Fig. 1. Language syntax.
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funrec f(x)retk :=e:

letx =eine’ := (rec_([x]) := e')(e)

Hoang-Hai Dang, Jacques-Henri Jourdan, Jan-Oliver Kaiser, and Derek Dreyer

rec f([k] +Xx):=e

e;e:=1let_=¢’ine

letcont k(x) := eine’ := letk = (reck(x) :=e) ine’

jump k(e) := k(e)

call f(e)retk := f([k] +¢)

false :=0
true =1

if €o then (4] else ey = case g of [el, eg]

€1 = 62:

new :

delete:

memcpy :

Pp— * .
e =, "€y

inji

e ()

inji

e i —ey:

inji

€1 =—n €2:

skip :
newlft :
endlft :

*nae
€1 ‘=na €2
recnew(size) :=
ifsize == 0 then (42, 1337) else alloc(size)
recdelete(size, ptr) :=
if size == 0 then ® else free(size, ptr)
rec memcpy(dst, len, src) :=
iflen < 0then® else
dst.0 := src.0;
memcpy(dst.1,len — 1, src.1)
memcpy(ey, n, €2)
e0:=i
e1.0 :=ije;.1:= ¢y

e1.0 :=i;e1.1 :=, *62

letx = ®in®
2
skip

Fig. 2. Syntactic sugars.

The semantics, called ORC11, is defined by three sub semantics: the expressions semantics (Fig. 5),
the machine semantics (Fig. 7), and the race-detecting semantics (Fig. 8 and Fig. 9). The combined
thread pool semantics is given in Fig. 10 and Fig. 11. In §2, we sketch a proof of correspondence
that relates ORC11 to the axiomatic semantics from Lahav et al. [2017].
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RustBelt Meets Relaxed Memory: Technical Appendix 99:5

7 € Thread == N
t € Time == N*

w € MsgVal:=1|%|ve Val
Actionlds = 2"

fi
V € View ::= Loc — {w : Time, aw : Actionlds, nr : Actionlds, ar : Actionlds}

V € ThreadView :

fin
{rel : Loc — View, frel : View, cur : View, acq : View}
m € ExtMsg = {ts : Time, val : MsgVal, view : View?}

fi fi
M € MsgPool ::= Loc 2 Time = {val : MsgVal, view : View?}
N € VRace ::= View
¢ € GlobalState ::= MsgPool X VRace

MemEvent 3 ¢ = | (Alloc, £,n € N*) | (Dealloc, £,n € NT)
| (Read, £,v,0) | (Write, £, v, 0) | (Update, £, v, vy, 0y, 0,,)
| (Fence, o)

Fig. 3. Machine state definitions.
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99:6 Hoang-Hai Dang, Jacques-Henri Jourdan, Jan-Oliver Kaiser, and Derek Dreyer

€ Readable(¢, M, V) := Ft. M(O)(t) = (w0, ) At < V.cur(f)

MsgVal Injection. W=V
v=Ev t=%
Unallocated. ¢ € unalloc(M)
£ ¢ dom(M) Jt. MO)(t) = (%,.)
¢ € unalloc(M) ¢ € unalloc(M)
Val Equality.
€1 € unalloc(M) V €, € unalloc(M)
Mrz=z Mrl=¢
M 51 = 52
Val Inequality.
Z1# 2 6 # ¢
arz e FL#0 FO#L
Fz1 £ 29 + 51 * fz
Val Comparibility. For= 0
FZ]Z?ZQ Fflz?fz I-ZZ?O I'OZ?Z
Order’s Lattice.
na C rlx na C acq naC rel rlx C acq rlx C rel

Fig. 4. Auxilliary relations.
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Expression Step.

OE-ECcTX
BN r "
e €, e

M,V + Kle] — Kle]], e

OE-suB
zZ1—29=2"

MYVbzg—2zg—> 7

OE-EQ-TRUE

MEv =v,y

OE-PrOJ
M, Vieén—{€+n

OE-LE-TRUE
z21 < 29

M Vizi<zg —>1

OE-EQ-FALSE

99:7

"
& 9
M, Vie— e ey

OE-ADD
Z1+zy=2'

MVizi+2z, =2

OE-LE-FALSE
Z1 > 2y

MViEzi <z >0

kU #F Uy

M, Vv ==0v,—>1

MYVivy==v,—>0

OE-ALLOC OE-FREE
n>0 n>0
Alloc,, Dealloc, ?,
M,V F alloc(n) “2R0Cm, M,V - free(n, ¢) ~etm) g
OE-READ OE-WRITE
Read,l,v, Write, £, v,
M,rVF*Og_(uL M,ka:zovwﬁ
OE-cAs-FAIL
rlx Cof
rix C o, (Yo € Readable({, M, V). 30".w = v'A F vy = v') F o # Uy
rlx C o,
(Read, £, vr,0r)
M,V + CAS(¢, vy, vy, Of, Or, 0y) —————— 0
OE-cas-suc
rix Cof
rlx C o, (Vo € Readable({, M, V). 3. w = v'A F vy =" 0') Mro =0,
rlx C o,,
(Update,,v,,v2,0,,04 )
M,V + CAS(¢, vy, Vg, 0f, 07, 0,y)
OE-FENCE OE-CcASE
M.,V + fence, (Fence,0) e M,V + caseiof (E) —e;
OE-aprp OE-FORK

M,V k (rec f(x) := e)(v) — e[rec f(x) :=e/f,D/x]

Fig. 5. Expression semantics.

M,V fork{e} > &, e
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OM-READ-HELPER
cur().w < t Rit) <t
V=[l—{w:=t,aw:=0,nr:= if o =na then {r} else 0,ar:= if oC rlx then {r} else 0}]
cur’ = if acqC o then cur UV UR else curuV
acq' = if rlxC o then acgUV UR else acqUV

R.0,(,t,R),
(rel, frel, cur, acq) <O—t>—r—> (rel, frel, cur’, acq’)

OM-WRITE-HELPER
cur(().w < t

V=[0«—{w:=t,aw:=if rlxC o then {t} else 0,nr:=0,ar:= 0}]
cur’ = curV acq’ = acquUV
V' =rel(()Uif rel C o then cur’ else V rel’ = rel[£ V']
R, =if rlxCo then V' U frelLUR, else L

W:0,6,t,Ry,Roy
(rel, frel, cur, acq) LD——>—> (rel’, frel, cur’, acq’)

Fig. 6. View-helper relations.
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Machine Step. M|V N M| V!

OM-ALLOC
¢ =(i,n") {i} x N # dom(M)
M =M[l+me [ty —(t, L)]|me [<n]]

(W:na,£+0,ty, L, 1) (W:na,l+m, tp,, L, L) (W:na, t+(n—1),tn_1),L,L1)

ms = [(tm, T, L) | m € [<n]]

(Alloc,l,n),L,ms

MYV ——— M |V

OM-FREE
¢=(i,n") dom(M) N {i} xN = {i} x ([=n’, <n’ + n])
Vm € [<n],t € dom(M(f + m)).t < V.cur(€ + m).w < t,, A M+ m)(t).val # ¢
Vm € [<n]. dom(M(€ + m)) + @
M = M[+me [ty —(®,L)]|me[<n]]

(W:na, £+0, 1,1, 1) (W:na,l+m, b, L, 1) (W:na, £+(n—1),t(n-1), L, L)

ms = [(tm, T, L) | m € [<n]]

(Dealloc,€,n), L, ms

M|V ——mM— M |V’

OM-WRITE
OM-READ ¢ ¢ unalloc(M) t ¢ M(£)
¢ ¢ unalloc(M) M(£)(t) = (w, R) W=V M = M[€— M(6) [t —(v,R)]]
(R:0,¢,t,R),r , (W:0,€,t,1L,R) ,
V—V V— >V
M | @ (Read,,v,0),r,[] M | VY M | v (Write,£,v,0), L,[(t,v,R)] M | (VI
OM-UPDATE

¢ ¢ unalloc(M) MO)(t,) = (vy, R,) b=t +1 tw &€ M(£)
M/ =M [Z — M([) [tw <_(Uuu Rw)]]
R0y, oty Ry )1 (W:04, 0t Rr,Ryy) ’
% %

(Update,£,0y,0sy,0r,04 ), 7, [(f1v, Urw Rav)]

M|V MV

OM-ACQ-FENCE
(Fence,acq),L,[

M|V Fence,aca), 11, M| (V.rel,V frel,V.acq,V.acq)

OM-REL-FENCE
(Fence,rel), L,

M|V {Fence,rel). LI, M| ([€—V.cur|€ e dom(V.rel)], V.cur,V.cur,V.acq)

Fig. 7. Machine semantics.
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DRE Precondition. ’ M, N,V + RaceFree(¢) ‘

DRF-READ-NA

Vit € dom(M(?)). t < cur(f).w N(€).aw C cur({).aw
M, N, (rel, frel, cur, acq) + RaceFree((Read, ¢, v, na))

DRF-WRITE-NA
N(€).aw C cur(f).aw N(€).nr T cur(f).nr N(€).ar € cur(f).ar
vVt € dom(M({)). t < cur(€).w < t,,

M, N, (rel, frel, cur, acq) + RaceFree({Write, £, v, na))

DRF-READ-AT
rlxCco N().w < cur(l).w

M, N, (rel, frel, cur, acq) + RaceFree({Read, ¢, v, 0))

DRF-WRITE-AT

rlxCo N(€).w < cur().w N(€).nr E cur(€).nr
M, N, (rel, frel, cur, acq) + RaceFree({Write, ¢, v, 0))

DRF-UPDATE
M, N,V + RaceFree({Read, ¢, v,, 0, )) M, N,V + RaceFree({Write, €, v,,, 0,,))

M, N,V + RaceFree((Update, €, vy, Uy, 0y, 04))

DRF-aLLOC
M, N,V  RaceFree({Alloc, £, n))

DRF-DEALLOC
Vi € [<n],t" € dom(M(£ +i)).t" < cur(f).w Vi e [<n]. N(€ +i).aw C cur(€ + i).aw
Vi € [<n]. N(€ + i).nr T cur(f + i).nr Vi € [<n]. N(€ +i).ar C cur(f +i).ar

M, N, (rel, frel, cur, acq) + RaceFree({Dealloc, ¢, n))

Fig. 8. Data-race-free (DRF) pre condition, detailing the exact requirements on the local and global race
detector state for any particular memory event.
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DRF Postcondition. N —=—=) N’

DRF-POST-READ-NA
ré N().nr N = N[t —{N()withnr:= N(€).nrU {r}}]
(Read,€,v,na),r,[]

’

DRF-POST-WRITE-NA

N’ = N[t —{N({)withw := m.ts}]

(Write,¢,v,na), L,[m]

= N’

DRF-POST-READ-AT
rlxco ré N({).ar N’ = N[t —{N({)withar := N(£).arU {r}}]

(Read, t,v,0),7,[]
RN

DRF-POST-WRITE-AT
rlxCo N’ = N[t — {N({)withaw := N(£).aw U {m.ts}}]

(Write, £,0,0),1,[m]

=N N’

DRF-POST-UPDATE
r¢ N(;).ar N = N[t —{N({)withar := N(£).arU {r}}]
N’ = N[t —{N({)withaw := N(f).aw U {m.ts}}]

(Update,,vy,0sy,07,04,),7,[m]

’

DRF-PosT-ALLOC
N = N[t +i—{w:=mj.ts,aw:=0,nr:=0,ar:=0}|i € [<n]]

(Alloc,€,n), L,[my...mp_q]

=/ N’

DRF-PosT-DEALLOC
N’ = N[€+i—{N(+i)withw = m;.ts})|i € [<n]]

(Dealloc,€,n), L,[mgy...my_1]

——— N’

Fig. 9. Data-race-free (DRF) post condition, detailing the change to the global race detector state on a
per-event basis.
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Combined Step. c|(e,V) SR ¢’ | (e, V)

COMBRED-PURE

M Vie—ees

1l,es

(M7N) | (e,"V) — (M’N) | (6,,(‘/)

COMBRED-EVENT

e e,r',ms’
Ve, M,V e/ r ,ms . M, Vie— e, [IAM|V —— M'"| V' = M,N,V + RaceFree(e)
er.ms e,r,ms

MVreSe ] MIVEE M|V NZ=AN

£,

M) | (V) = MN | v)

Fig. 10. Combined machine and expression semantics

Threadpool Step. ‘9’ | TS = ¢ | TS

ForkView(V) == (0,0, V.cur,V.cur)

OT-STEP
TS8(r) = (e, V)
M) | (e.V) bl i Ny | ey (0o pn} N dom(T°S) = 0
M N) | TS = (M N | TS [ (', V)] [ pr (ey,. ForkView(V")) |i € [<n]]

Fig. 11. Threadpool semantics.
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2 CORRESPONDENCE OF ORC11 TO RC11

The memory model of ORC11 is modeled after Lahav et al. [2017] (referred to as “RC11” from
now on) without SC accesses and SC fences. It is worth noting that the memory model of ORC11
is more conservative and declares more programs racy than RC11. To prove this, we show that
any program that is racy under RC11 is also considered racy by ORC11. We make this claim more
precise below.

The race detector in ORC11 (and the one in the intermediate OGS machine) is stronger, i.e.,
detects more races, than RC11. In particular, ORC11 does not permit reducing a CAS expression
with order acq in the presence of an unsynchronized non-atomic read even when the CAS itself
synchronizes with the non-atomic read. In contrast, the self-synchronizing nature of CAS leads to
RC11 accepting this particular behavior as non-racy.

To simplify the proof, we allow RC11 to take expression reduction steps that are disallowed in
ORC11. In particular, the declarative semantics in RC11 may compare arbitrary values with each
other, whereas ORC11 will get stuck in some of these cases (see Fig. 5). A potential theorem to
prove would then be that ORC11 detects any RC11 race or gets stuck for other reasons. Fortunately,
the race detector in ORC11 already models races as being stuck and so the theorem statement
simply becomes: Any program that is racy under RC11 will get stuck under ORC11 (see Theorem 1).

We decompose the proof into 2 steps. First, we prove that any racy RC11 execution of the program
can be replayed as a racy execution in the Operational Graph Semantics (OGS, §2.3). Second, we
prove that the racy OGS execution can be replayed as a racy execution in ORC11 (§2.4). The OGS
is designed to be an intermediate mixture of RC11 and ORC11.

Definition 1 (Extended Order) The set of extended orders ExtOrder is defined by

o0 € ExtOrder := Order ¥ {relacq}.

Note that relacq 2 o for any (extended) order 0. We define o.w and o.r s.t.

rel, acq ifo=relacq
rel,rlx ifo=rel
0.w,0.r :==1rlx,acq ifo=acq

rlx,rlx ifo=rlx

na, na if o = na
Definition 2 (Labels) The set of labels, Label, is defined by the following (tagged) union of events:
y € Label:=  {R°({,v) | 0 € Order,{ € Loc,v € Val}
U {W°(¢,v) | 0 € Order, € € Loc,v € Val}
U {Uo(f, Uy, Uy) | 0 € ExtOrder, € € Loc,v, € codom(r - =’ -), vy, € Val}
U{F°]| o€ {rel,acq}}
U {Fork” | p € Thread}
We write y ~ ¢ when y corresponds a memory event ¢ (mapping all labels except Fork to their

corresponding counterparts in MemEvent).

2.1 Executions
An execution G is defined by:
(1) afinite set of events E C N. with events E 2 E, := {ag | € € L}.

Proc. ACM Program. Lang., Vol. 4, No. POPL, Article 99. Publication date: January 2020.



99:14 Hoang-Hai Dang, Jacques-Henri Jourdan, Jan-Oliver Kaiser, and Derek Dreyer

638 (2) alabelling function lab € E — Label, with projections typ, mod, loc, val,, val,, where defined.
639 (3) a function tid assigning a thread identifier to every event in E. We write E” to denote the
640 events in E with tid(a) = .

641 (4) a strict partial order sb € E x E which is total on E” for every thread s, and which puts all
642 events in E( before all other events.

643 (5) a binary relation rf C [WU]; =jo¢; [RU] such that

644 (a) Y{a,b) € rf.val,,(a) = val,(b)

645 (b) Vb, <a1, b> (S rf, (az,b> € rf. a; = as.

646 (6) a family of strict total orders {mos},c , and mo := Wee p mog.

647

648 2.1.1 Consistent Executions.

610  Definition 3 (Completeness) An execution G is called complete if and only if for every a € R we
6s0  have val,(a) = ® V b € Wioe(q). (b, a) € rf. Note that this condition is weaker than in RC11 as it
651 allows reads from uninitialized locations (signified by the value ).

6s2  Definition 4 (Auxiliary relations)

653

654 rb := rf™; reads-before
655 eco:= (rf Umo U rb)* extended-coherence
22: rs:= [WU]; Sbl?:loc S [WO)2X; (5 [UD release-sequence
658  asw:i= [Forkp];(sblzidzp); [E*] additionally-synchronized-with
" swizaswu (B33 (1F: sbs s 5 [RU) ;s [F1) s [E7259 synchronized-with
6ol hb := (sb U sw)* happens-before

662
663 For intuition of these definitions, please confer the RC11 paper [Lahav et al. 2017].

664 Definition 5 (Consistency) An execution is called RC11-consistent (simply “consistent” from now
665 on) if it is complete and

666
e hb;eco’ is irreflexive (COHERENCE)
e sb U rf is acyclic (NO-THIN-AIR)

667
668
669 This definition does not include RC11’s SC axiom.
670

671 2.2 Declarative Semantics

672 The following definitions are taken from iGPS [Kaiser et al. 2017] and, if necessary, adapted to

7 our setting. Below we define threadpool reduction that generates traces. Note that we circumvent

7% checks (such as those for legal comparisons) in the expression reduction by providing existentially
7 quantified memory M and local view V. RC11 originally does not involve such checks.
676

677

678 TRACE-RED-SILENT TrACE-RED-MEM .

679 M,V +TS(r)— 6] y~¢ M,V +TS(r)— e]]

- TS=" TS[r > e TS TS[x v e]

682 TRACE-RED-FORK

683 V(r)=(e,V) M,V +TS(r)— €, er p & dom(T7°S)

684 Fork

685 TS =57 TS[r— ey [p - ef]

686
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We write TS =7 T8 if TS =" TS’ for some transition label x; TS = 78’ if TS =" TS’

for some thread identifier 7; and 78 = 78" if TS =7 7S’ for some transition label x and
thread identifier 7. A threadpool is called final if 7S(r) € Val for every 7 € dom(7°S).
Definition 6 (Traces) A trace is a sequence of pairs (yi, 71), ..., {Yn, Tn). We say that tr =

(Y1, 71)s - - - » {¥n, 7n) is a trace of an expression e if [0 > e] AN - (¥ N TS
for some thread 7 and threadpool 7S. When 78 is final, we call tr a full trace.
Definition 7 A trace tr = (y1,m1),...,{Yn, Tn) induces partial order on indices sb(tr), called

sequenced-before, and a relation on indices asw(tr), called additional-synchronized-with. They are

defined by:

i<j m=mx (,j) e sb(tr) (k) € sb(tr)
(i, ) € sb(tr) (i, k) € sb(tr)

i<j Yi = Fork,fj

(i, j) € asw(tr)

Lemma 1 Let tr be a trace of an expression e. Then

o Any prefix of tr is also a trace of e.
e Any permutation tr’ of tr with sb(tr’) = sb(tr) and asw(tr’) = asw(¢r) is a trace of e.

Definition 8 An execution G follows a trace tr = (y1, m1), - . . (Yn» ) ifs

o E ={ay,...,a,} such that lab(ay) = yx and tid(ay) = mx forevery 1 < k <n
e sb= {(a,-,aj) | (i, j) € sb(tr)}.
We call G an execution of expression e if G follows some trace of e.

Definition 9 (Conflict) Two events a and b are called conflicting in an execution G if a,b € E,
{typ(a), typ(b)} N {W,U} # 0, a # b, and loc(a) = loc(b).
Definition 10 (Races) A pair (a, b) is called a race in G if a and b are conflicting events in G,
and (a,b) ¢ hb U hb™!. An execution G is called racy if there is some race {a,b) in G with
na € {mod(a), mod(b)}.
Definition 11 (Bugginess) An execution G is buggy if it is racy. An expression e is buggy if some
consistent execution of e is buggy.

2.3 Operational Graph Semantics (OGS)

We now introduce an operationalized account of RC11 (OGS, short for Operational Graph Semantics),
in which we build up executions step by step. This serves as an important stepping stone towards a
our correspondence proof with ORC11.
Definition 12 (Execution Extension: Memory Accesses) We write G’ € Add(G, r, p, y) if there
exists an event a s.t.
G’.E=G.EW{a},G'.tid = G.tidU {a + p}, G’.lab = G.labU {a > y}
if p # & then p ¢ codom(G.tid)
G'.sb = (G.sb W (G.E” x {a}))*
G'.rf 2G.rf
e G'.mo 2 G.mo and if y = W"(_, _) then a is mo-maximal in G’
Definition 13 (Race Predicate) We define a predicate Race(G, ) which holds for all memory

events from s that would cause a data race in execution G. Note that this race detector models
exactly the rules implement in ORC11. Thus, it detects more races than RC11 but only in (potentially

Proc. ACM Program. Lang., Vol. 4, No. POPL, Article 99. Publication date: January 2020.



736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784

99:16 Hoang-Hai Dang, Jacques-Henri Jourdan, Jan-Oliver Kaiser, and Derek Dreyer

non-buggy) executions following buggy expressions.

RAcCE-1
o3Jrlx y € (RU); Ja € Wp.Vb € E” . (a, b) ¢ hb"

Y € Race(G, )

Race-II
y =R™(¢, ) Ja € (WU)¢. Vb € E”. {a, b) ¢ hb*

v € Race(G, x)

Race-1IT
y =W, ) da € (RWU),.Vb € E". (a,b) ¢ hb"

Y € Race(G, )

RAce-IV
oJdrlx y =W, Ja € (RW)}?.Vb € E™.(a,b) ¢ hb"

Y € Race(G, )

RAce-V
y=U; Jda € (RW)}?.Vb € E".(a,b) ¢ hb*

Y € Race(G, )

Definition 14 (OGS Reductions)

OGS-MEMORY-STEP
y € {R°(£,v), W (¢, v), F%}

Y ¢ Race(G, ) OGS-Fork
G’ € Add(G, 7, m,y) G’ € Add(G, 7, p, Fork,) OGS-RACE
G’ is consistent G’ is consistent ¥ € Race(G, )
G Lﬂ G’ m)” G’ G Ln Lrace

We define combined machine and expression semantics for OGS. We once again allow expression
reductions to proceed independent of the current state, thus capturing more behaviors than those

allowed by ORC11.

OGS-COMBRED-EVENT
’ £ ’ &
OGS-COMBRED-PURE Ve,e'. M,V +e _£> e[l = _‘(SG —7 Lrace)
M, Vie—e,[] M,’Vl—e—>e' [ G->" G

Gle=hrgle Gle e

OGS-CoMBRED-FORK OGS-COMBRED-RACE

Fork, £ £
M,V i+e— e, ler] G—"G M Vie—e,[] G—" Liace
L.[erl &l
Gle—— f”G| Gle—" Lrace
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OGS-OT-sTEP
Jlefyses ]
TSt =e Gle—2"TnG e {py...pn} Ndom(TS) =0
G|TS >G | TS|[r¢] [pi<—efi ’i € [<n]]

OGS-OT-RACE
TS(r)y=e Gle E’—[]/T Lrace
G | TS - J—race

We define G to be an execution in which all locations are allocated with an initial value of t.
Lemma 2 (Non-buggy Reductions) Let G; be a non-buggy and consistent execution such that

Y Yn . .
Gy Smo Gn —" Gu11. Then Gy, . . ., Gy, Gy are all non-buggy and consistent executions.
Lemma 3 (Inclusion of Behaviors (I)) Let G be a non-buggy, consistent execution of expression
. Y Yn .
e. Then there exists a trace tr = (y1, 1) ... (Yn, ) of e such that Gy Smo Gy Jj <
4! Yi .
n.Gy —™ ... 5 Liace.
Proor. As G is consistent, we have that sb U rf is acyclic. Let ay, .. ., a, be an enumeration
of E that respects (sb U rf)*. For every 1 < i < n, let m; := tid(a;), y; = lab(a;), and tr =
. . . Y
(y1, m1) - - . {Yn> 7). Adding events ay, ..., a, one-by-one we can thus establish either G, m
n . . . . Y Yi .
L2 G, or—if in any step j < n the race predicate detects a spurious race—Gy Smeo o Dm
Lrace- m]

Lemma 4 (Inclusion of Behaviors (II)) Let e be a buggy expression. Then Gy | [0 — €] =% Lyace.

Proor. We have that e is buggy and, thus, a consistent execution G which is buggy. Let ay, . . ., a,
be an enumeration of E that respects sb U rf. Let k be the minimal index such that GN {ay, ..., ar}
is buggy, i.e., racy.

We thus have that G N {a, ..., ax} is racy. Let j < k be the minimal index such that loc(ay) =
loc(a;), {ak, a;) ¢ hb Uhb~!, and one of the following holds:

o ap € WU)Z™X A g; € R™ Vg € W
e aj € W)™ Aqgp eR™Vaq; e
Note that we have tid(ax) # tid(a;), as otherwise these events would be related by G.sb, and,
thus G.hb.

(1) ax € W@, We define B := {a € E| (a,aj) € G.hb V (a,ar) € G.hb*} and G’ := G N B. Note
that G’ is non-empty, consistent, and does not contain a; (which is minimal in causing the
race), thus not buggy. Also note that G’ is an execution of e. By Lemma 3, we have that

Y ¥n ) Y Yi
Gy Smo L m Gl 3j < n.Gy Smo L race for some trace (y1, 1), . . ., Vs 7n)
of e. In the latter case our proof is done. Otherwise we have (ag, a;) ¢ G’.hb and we show

lab(a;) ,.
that G’ 1), vid(a) L race-

By Definition 13 (using whichever case corresponds to lab(a;)), it suffices to show that
(ag,b) ¢ G’.hb* for all b € EH4@) By way of contradiction, assume b € Ei4@) and (ay, b) €
G’.hb*. By definition of G’, we have (b, a;) € G.hb V (b, ar) € G.hb".
(a) (b, a;) € G.hb. By transitivity, we have {ax, a;) € G.hb, which contradicts our assumption.
(b) (b, ar) € G.hb*. From tid(ax) # tid(a;) we have that b # ai. Thus, (b,ar) € G.hb. By
transitivity, we have (b, b) € G.hb, which contradicts hb’s irreflexivity.
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As (y1, 1), ..., {Yn, ), {lab(a;), tid(a;)) is a valid trace for e, we have that Gy | [0 > e] =~

J—race~
2) a; € W™ is symmetric to the case above.
j Y

(3) ar € (WU)Zr™x A aj € R"™. We define B := {a € E|(a, aj) € G.hb Vv (a,ax) € G.hb*} and
G’ := G N B. Note that G’ is consistent and not buggy. By Lemma 3, we have that G, Lym

n Yi
I Gy 3j < n.Gy Pom  ymy L race for some trace (y1, 71), - . ., {Yn, Tn) of e. In
the latter case our proof is done. Otherwise we have (ai,a;) ¢ G’.hb and we show that
lab(a;) .
G’ tid(a;) Lrce.

By Definition 13, it suffices to show that {aj,b) ¢ G’.hb* for all b € E'4%) By way of
contradiction, assume b € E14(4) and (ak, b) € G’.hb*. By definition of G’, we have (b, a;) €
G.hb Vv (b, ar) € G.hb*.
(@) (b,a;j) € G.hb. By transitivity, we have (ax, a;) € G.hb, which contradicts our assumption.
(b) (b, ar) € G.hb". From tid(ax) # tid(a;) we have that b # ai. Thus, (b,ar) € G.hb. By
transitivity, we have (b, b) € G’.hb, which contradicts hb’s irreflexivity.
As (y1, 1), . . ., {Yn, 7n), (lab(a;), tid(a;)) is a valid trace for e, we have that Gy | [0 — e] —

%

J—race~
4) aj € W2rX A g € R™. This case is symmetric to the one above.

2.4 OGS to ORC11

Definition 15 We define auxiliary relations {auxrel},, auxfrel, and auxacq. Note that by (RU)™*
we mean read and update events with the rlx read mode.

auxrel, = hb; [(WU)7™!]

auxfrel := hb;[F ]
auxacq := hb; ([E™; ([F]; sb)’; rs; rf; [(RU)™X])’

Definition 16 (Event Injection) Let G be an execution and a € E. We define an injection into
natural numbers, written Inj(G, a), as follows.

Inj(G, a) := prime(tid(a))/{?!(b-a)€sb}

where prime(n) is the n™ prime number. Note that Inj is injective and that performing a machine
step G— G’ implies Inj(G’, a) = Inj(G, a) for any a € G.

We write Inj(G, X) for {Inj(G, a) | a € X}. We also write a € Y for Inj(G, a) € Y if Y is defined as
Inj(G, X) for some X. (Note that this implies a € X.)
Definition 17 (Timestamp Assignment) A timestamp assignment for an execution graph G is a
function ts : W — Time, that satisfies ts(a) < ts(b) whenever {(a, b) € G.
Definition 18 (Message Reconstruction) Given a timestamp assignment ts for G and an event
a € WU, we define the (X, R)-restricted event map, denoted mapc’ts(a, X, R), the X-restricted write
map, denoted mapg’ ts(a, X), the X-restricted read map, denoted maprG’[s(a, X), the proto write view,
denoted view,,(a, G, ts), the proto read view, denoted view,(a, G, ts), and the message induced by a
in G according to ts, denoted msg(a, G, ts), as follows.
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map®(a,X,R) = {b | b € X, (b,a) € R}

map®*(a, X, hb*) if mod(a) = rel
mapﬁ’“(a, X)= map®*(a, X, (auxfrel U auxrels)’;hb*)  if mod(a) = rlx
L otherwise

map®*(a, X) = map(a, G, ts, X, auxacq)

view,,(a, G, ts) = AL. { w := max {ts(b) | be mapg’ts(a, (WU)g)} ,
aw := {ts(b) i b € mapS-=(a, (WU)frlx)} ,
nr := Inj(G, mapg’ts(a, RP?),

ar := Inj(G, mapS-"(a, (RU)7™))

view,(a, G, ts) = A{. { w := max {ts(b) | be mapf’ts(a, (WU)[)} ,
aw := {ts(b) |b € map®*(a, WU)Z)},
nr == Inj(G, mapS"(a, R}?)),
ar := Inj(G, map®*(a, (RU)frlx))

r

}

msg(a, G, ts) = (val,,(a), view,,(a, G, ts)) g oW

(val,,(a), view,(a, G, ts) U view,(a, G, ts)) ifa=U

In these definitions, we take L to be the maximum of an empty set.
Definition 19 Let G be an execution and ts be a timestamp assignment for G. We define the
physical state (MZ, N§, V) as follows.

,G, t if da.t =t AN =1
e The memory is defined by M := AL. At. msg(a. G ts)  if a s@) oc(a)

il otherwise
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e The thread views Y£ are defined by
ThEvs(X,S,R):= {a€S|3beX.{(ab)ec R}
tmax(X, S, R) := max {ts(a) | a € ThEvs(X,S,R)}
V(X,R) := M. { W = tmax(X, (WU)¢, R),
aw := {ts(a) | a € ThEvs(X, (WU)frlx,R)} ,
nr := Inj(G, ThEvs(X,R}%, R)),
ar := Inj(G, ThEvs(X, (RU)7"™, R))

}

Y5(r) := {rel := AL". V(E”, auxrelp),
frel := V(E”, auxfrel),
cur := V(E”, hb),
acq := V(E”, auxacq)

}

e The global race detector state N/® is defined by

Ng = A0 {
W = tnax (B, W22, (=),
aw = {ts(a) lae (WU)?FIX} ’
nr := Inj(G, R}?),
ar := Inj(G, (RU)Z™)
}

In these definitions, we take L to be the maximum of an empty set.

We say that G relates to a physical state (M, N, Y), denoted G ~; (M, N,Y), if and only if
MENETE) = (M N, Y).
Definition 20 In the following, we lift ORC11’s machine semantics to thread views such that

M N, Y) ST (MUN, Y = (MON) | Y() S (MU N) |V AY =Y [ V']

¥ . .
Lemma 5 Suppose G —7" G’,y ~ ¢ and let ts’ be a timestamp assignment for G’. Then ts = s’ |Gy

is a timestamp assignment for G and (M2, N&, Y5) L (M5, Ng, Yg/)
In the remainder of this section, when ts is uniquely identifiable, we simply write G ~ (M, N, Y)

to mean G ~y; ,, (M, N, ).
¥n

Lemma 6 (Inclusion of Behaviors (I)) Suppose G Lom Iy Gp, and ts is a timestamp
assignment for G,, and G ~ (Mj, N1, 11). Then either

e there exist € ...&,, Go ~ (Mo, N2, 1) ... Gy ~ (My, Ny, Xy) such that

My, N Y S5m 25 (Mg Nops Yo).
o or there exist j < n, &1...€j41, Go ~ (M, N2, 1) ... Gj ~ (M}, Nj, V;) such that
(M1, Ny, ) =57 = (Mg, Nj, ) A = ((Mj, Nj, ;) =7 —)'
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Lemma 7 (Inclusion of Behaviors (II)) Let G be a consistent execution that is not buggy, ts a
timestamp assignment for G, G ~ (M, N,Y),y ~ ¢,and G Lor Lrace. Then = ((M, N,Y) 57 _),

Proor. We consider the following cases.

(1) y € {R(6, 1), U°(6, . )} Ao I rlx AJa e WA. Vb € E™. (a,b) € hb™. (Race-])
We show — (M, N, Y(rr) + RaceFree((Read, £, _, 0))). It suffices to show that Y(rr).cur(f).w <
N(€).w. Let a,, € W)? be the mo-maximal non-atomic write event on ¢, which implies ts(a,;,) >
ts(a). Then N(£).w = ts(ap,). It thus suffices to show that Y(r).cur(€).w < ts(a,,). By way of
contradiction, assume that Y(x).cur(f) > ts(a,,). Then, there exists ¢ € (WU), and b € E” s.t.
(c,b) € hb* A ts(c) > ts(ap,). From (a, a,,) € mo*, COHERENCE, and G being non-racy we
have that {a, a,,) € hb*. As G is non-racy, we also have ¢ = a,, V {(am, c) € hb V {c, an) € hb.

(@) ¢ = ap,. We have (a,,;, b) € hb*. Then, by transitivity, we have (a, b) € hb* which contradicts
our initial assumption.

(b) (am,c) € hb. By transitivity, we have (a,,, b) € hb*, and, thus, (a, b) € hb*. This contradicts
our initial assumption.

(¢) {c,am) € hb A ¢ # a. By COHERENCE, we have (a,, c) ¢ mo and, thus, {c, an,) € mo. This
contradicts ts(c) > ts(an,).

(2) y =R"™(¢, ) Ada € (WU)e. Vb € E™. (a, b) ¢ hb*. (Racs-II)
We show — (M, N, Y(xr) + RaceFree({Read, ¢, _, na))). It suffices to show that either there
exists t/, (v, V') = M(€)(t") s.t. Y(rr).cur(€).w < t’ or N(€).aw L Y(rr).cur(€).aw.
We consider two cases:

(a) mod(a) = na.

We choose t’ = ts(a) and (v’, V') := msg(a, G, ts). It suffices to show Y(rr).cur(f).w < ts(a).
There exists ¢ € (WU)y and b € E” s.t. {¢,b) € hb* and Y(x).cur(€).w = is(c). We show
ts(c) < ts(a). By way of contradiction, assume ts(c) > ts(a). We have ¢ # a as otherwise
(a, b) € hb*, contradicting our assumption. Thus we have ts(c) > ts(a) and (a, ¢) € mo.From
G being non-racy, COHERENCE, and (a, ¢) € mo we have that (a, c) € hb. By transitivity,
{(a, b) € hb*, which contradicts our assumption.

(b) mod(a) = rlx. We show N(£).aw Z Y(rr).cur(f).aw. By way of contradiction, assume that
N(£).aw C Y(rr).cur(f).aw. We have a € N(€).aw and, thus, a € Y(ir).cur(f).aw. Hence,
there exists b’ € E” s.t. (a,b") € hb*, which contradicts our assumption.

(3) y =W"(¢,v) A Ja € (RWU),. Vb € E”. (a, b) ¢ hb*. (Race-III)
We show that = (M, N, Y(rr) + RaceFree({Write, £, _, na))).
We consider the following cases.

(a) a € Wp?. There exists c € (WU); and b € E” s.t. {c,b) € hb* A X(r).cur(f).w = ts(c). We
also have a # ¢ as that would imply (a,b) € hb*, contradicting our assumption. We
show that there exists t/, (v, V') = M(£)(t’) s.t. ts(c) < t’. We choose t’' := ts(a) and
(@', V') = msg(a, G, ts).

It suffices to show ts(c) < ts(a). As G is non-racy, we have (a,c) € hb V {c,a) € hb. The
former implies, by transitivity, that {(a, b) € hb*, which would contradict our assumption.
Thus, {(c,a) € hb. As a # b we derive {c, a) € mo from COHERENCE and, thus, s(c) < ts(a).

(b) a € (WU)frlx. We show that N (£).aw Z Y(rr).cur(£).aw. By way of contradiction, assume
that N(€).aw C Y(r).cur(f).aw. We have a € N(f).aw and, thus, a € Y(r).cur(f).aw.
Hence, there exists b’ € E” s.t. (@, b’) € hb*, which contradicts our assumption.

(c) a € Re. We show that N(€).nr & Y(xr).cur(€).nr Vv N(€).ar & Y(ixr).cur().ar. We have
Inj(G, a) € N(£).nr Vv Inj(G, a) € N(£).ar. By way of contradiction, assume that N (£).nr
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Y(rr).cur(€).nr AN(€).ar E Y(rr).cur(€).ar. Then Inj(G, a) € Y(x).cur(€).nrUY(x).cur(f).ar.
Hence, there exists b’ € E” s.t. (@, b”) € hb. This contradicts our assumption.
(4) y =W({,_) Ao rlx Ada € (RW)}.Vb € E™. (a,b) ¢ hb". (Race-1V)
We show — (M, N, Y(rr) + RaceFree({Write, ¢, _, 0))). We consider a € R" and a € W" sepa-
rately.
(a) a € R™. It suffices to show that N'(€).nr Z Y(rr).cur(£).nr.
By way of contradiction, assume that N(£).nr © Y(x).cur(€).nr. We have Inj(G, a) €
N(€).nr and, thus, Inj(G, a) € Y(r).cur(€).nr. This implies that there exists b’ € E” s.t.
{(a, b’y € hb*, which contradicts our assumption.
(b) a € WM. Tt suffices to show that Y(ir).cur(€).w < N(£).w.
Let an, € W)? be the mo-maximal non-atomic write event on ¢, which implies ts(an) > ts(a).
Then N(€).w = ts(ap,). It thus suffices to show that Y(x).cur(f).w < ts(an). By way of
contradiction, assume that Y(rr).cur(f).w > ts(ap,). Then, there exists ¢ € (W) and b € E™
s.t. (¢, b) € hb* A ts(c) > ts(ay,). From (a, an,) € mo*, COHERENCE, and G being non-racy
we have that (a, a,;,) € hb*. As G is non-racy, we also have ¢ = a,, V{(a;,c) € hbVv{c,a,) €
hb.
(i) ¢ = am. We have (a,;,,b) € hb*. Then, by transitivity, we have (a,b) € hb* which
contradicts our initial assumption.
(if) (am,c) € hb. By transitivity, we have (a,,,b) € hb*, and, thus, (a,b) € hb*. This
contradicts our initial assumption.
(iii) {c,am) € hb A ¢ # a. By COHERENCE, we have (ap,, c) ¢ mo and, thus, {c, a,,) €
This contradicts ts(c) > ts(am,).
(3) y =U°({,_,_) A 3a € (RW);2.Vb € E™.(a, b) ¢ hb". (Racz-V)
We show that performing the “write” part of the update event leads to a race in ORC11, i.e,
= (M, N,X(r) + RaceFree({(Write, £, _, 0.w))). We consider a € R" and a € W" separately.
(a) a € R"™. We show that N(€).nr &Z Y(sr).cur(£).nr.
By way of contradiction, assume that N(£).nr © Y(x).cur(€).nr. We have Inj(G, a) €
N(€).nr and, thus, Inj(G, a) € Y(rr).cur(f).nr. This implies that there exists b’ € E” s.t.
(a,b") € hb*, which contradicts our assumption.
(b) a € W, It suffices to show that Y(rr).cur(€).w < N(£).w.
Let ap, € W)? be the mo-maximal non-atomic write event on ¢ (which implies ts(a.;) > ts(a)).
Then N(€).w = ts(ap,). It thus suffices to show that Y(r).cur(f).w < ts(ap). By way of
contradiction, assume that Y(sr).cur(f).w > ts(ap,). Then, there exists ¢ € (WU)y and b € E™
s.t. (¢, b) € hb* A ts(c) > ts(ay,). From (a, an,) € mo*, COHERENCE, and G being non-racy
we have that (a, a;,) € hb*. As G is non-racy, we also have ¢ = a,, V{am,c) € hbV{c, an) €
hb.
(i) ¢ = am. We have (a,;,b) € hb*. Then, by transitivity, we have {(a,b) € hb* which
contradicts our initial assumption.
(ii) (am,c) € hb. By transitivity, we have (a,,,b) € hb*, and, thus, (a,b) € hb*. This
contradicts our initial assumption.
(iii) {c,am) € hb A ¢ # a. By COHERENCE, we have (a,, c) ¢ mo and, thus, {c, a,,) €
This contradicts ts(c) > ts(am,).

]

Y Yn . .
Lemma 8 Suppose G ym ...Gy, =™ L, Is a timestamp assignment for G,, and G ~

(M1, N1, Y7). Then there exist 0 < j < n, €1...¢j11, G ~ (Mo, No, 12) ... Gj ~ (M, N}, X;) such
that (M, Ny, Yp) 57 o (M N XG) A = ((M,-, Nj, 1) ).
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Proor. Follows from Lemma 6 and Lemma 7. To invoke Lemma 7, we need Lemma 2 to know
that G; is a non-buggy and consistent execution. O

Definition 21 (Initial State) We define the initial physical state My, global race detector state N\
as well as an initial thread view V} as follows.

t,1) ift=0
Mo = aear {0
L otherwise
Vaux = AL {w:=0,aw := 0,nr:= 0,ar:= 0, }
NO = Vaux

Vo :={rel := AL. L, frel := L, cur := Vyuy, acq := Vauy, }

Intuitively, the initial state only contains allocation events for all locations.
Theorem 1 (ORC11: Racy Programs Get Stuck) Suppose e is buggy. Then e can get stuck in ORC11,
ie, (Mo, No) | [0 — (e, V)] =* (M, N’) | TS’ such that = (M, N’) | ).

Proor. Follows from Lemma 4 and Lemma 8.
From Lemma 4, we have atrace Gy | [0 — e] = ... G, | TS, — Lyace for some G, and 7S,,.

This, in turn, give us a trace Gy Dom G I Lrace- We then can construct the timestamp
assignment ts from G, by following G,.mo, for each location ¢.

Since Gy only contains alllocation events, it is trivially the case that s is a timestamp assignment
for Gy and Gy ~ (Mo, No, [0 — V,]). We can then invoke Lemma 8 and get (Mo, Ny, [0 +—

£; Eiy
Yl) N 57 (M;, N;, Yj) A - ((Mj, N;, X)) L _). From this we can reconstruct
the stuck trace in ORC11. ]
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3 LIFETIME LOGIC FOR VIEWS

This section gives a full account of the lifetime logic in iRC11. Fortunately, almost all proof rules
are sound even after adapting the original lifetime logic from SC to RMM. The only change in
the proof rules is in LrrL-at-acc, the access rule for atomic borrows, which gives access to the
borrowed resource only under the view-join modality. This is to account for the lack of implicit
synchronization under RMM.

Other borrows have received modifications to their model by means of synchronized ghost state
(in addition to synchronized ghost state used for lifetime tokens) to account for synchronization
that always exists but needs to be witnessed explicitly under RMM. Despite these changes, the
borrows enjoy the same proof rules as in SC.

To motivate the necessity of synchronized ghost state in the encoding of lifetime tokens, Section 4
presents a counterexample to models of the lifetime logic that use unsynchronized ghost state.

3.1 Proof Rules

Splitting ownership in time. The lifetime logic adds a built-in notion of lifetimes, and the notion
of “owning P borrowed for lifetime x”, written & ;, P.

The rule LrrL-eGIN is used to create a new lifetime. At this point, we obtain the token [x]; which
asserts that we own the lifetime x: We know that the lifetime is still running, and we can end it
any time by applying the view shift we got. Now, it turns out that we may want multiple parties
to be able to witness that « is ongoing, so we need to be able to split this assertion: [], denotes
ownership of the fraction g of k. Lifetimes can be intersected using the 1 operator.

We also obtain an update to end the new lifetime again. This makes use of the “update that takes
a step”, defined as follows:

Pk Q=P SR S0

The core operation of the lifetime logic is borrowing an assertion P at a given lifetime. Using
LrrL-BorrOW, P is split into ownership of P during the lifetime « (the full borrow), and ownership
when « died (a view shift that lets us “inherit” P from k). In some sense, we are splitting ownership
along the time axis: The justification for the separating conjunction is the fact that a lifetime is
never both ongoing and has already ended at the same time. Thus, the two parts that we split P
into can be treated as disjoint resources: They govern the same part of the (logical and physical)
state, but they do so at different points in time.

When a lifetime ends, full borrows at that lifetime are not worth anything any more, a fact that
is witnessed by LFTL-BOR-FAKE.

Borrowed assertions can still be split and merged, as shown by LrrL-sor-ser. To get access to
a borrowed assertion, we use LrrL-Bor-acc-sTroNG. The rule is quite a mouthful, so it is worth
looking at the following simpler (derived) version:

(&g P [K]y = > Py, (1)

This lets us open full borrows (&g | P) if we can prove that the lifetime is still ongoing, which we do
by presenting any fraction of the lifetime token. We obtain » P, but lose access to that token for as
long as the full borrow is open, which ensures that we do not end the lifetime while the full borrow
is open. Once we re-established > P, we can close the full borrow again the get our token back.
The full rule LrrL-sor-acc-sTroNG actually lets us close not just with » P, but with any » Q if we
can show that Q entails P through a view shift. Furthermore, that view shift is only actually tun

when the lifetime ends, which is witnessed by providing the appropriate token ([1x]).
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Fig. 12. Lifetime logic assertions and proof rules

Notation Meaning Timeless Persistent
[x]q Fraction q of lifetime token for k: Witnessing that the Yes No
lifetime is still ongoing
[Tx] Witness confirming that the lifetime x is dead (i.e,, it has Yes Yes
ended)
&P Ownership of the full borrow of P for k No No
&P There is an indexed borrow named i of P for No Yes
[Bor : i] Ownership of the indexed borrow i Yes No
&:t/ P  Internal atomic persistent borrow of P for No Yes

Lifetimes. Lifetimes k form a cancellable PCM with intersection as the operation (1) and unit «.
k Cx’ = 0Vq.([kl, & ¢ [']g)p,

Lifetime creation and end.

LFTL-BEGIN LFTL-TOK-FRACT
True = p, 3k [k, * O[], =k [1]) [Klyeq © [k, * [K]y
LFTL-TOK-FRACT-OBJ LrTL-TOK-COMP LFTL-TOK-UNIT
[K]q+q/ = [K]q * (obj) [K]q/ [x M K']q S [K]q * [K']q True = [e]q
LFTL-NOT-OWN-END LrTL-END-COMP LFTL-END-UNIT
[k], * [tx] = False [tk M k'] © [tx] Vv [T«'] [te] = False
Creating full borrows and using them.
LrTL-BORROW LFTL-BOR-SEP
> P = i &gy P # ([T =Kz, = P) &gan(P * Q) = ng Sfun P * &y Q

LFTL-BOR-FAKE
(subj) [Tx] = iy &gan P
LFTL-BOR-ACC-STRONG

&g P * [kl = wg EIK’.KI;K'*>P*(\7’Q. (> Q = (subj) [1K'] =Ky » P) x> Q =K, & fun [K]q)

LFTL-BOR-ACC-ATOMIC-STRONG

&gy P Niti=, 0 (EIP'K'. k Cx' #>([P]AP)x (VQ. > (> Q = (subj) [1x'] =k > P) «>([P'1 A Q) QEKN“‘ &Fun

(EIK'. K C i’ * (subjy [1x] = OpMn True)

Finally, the rule LrrL-Bor-acc-aTomic-sTrRONG provides a way to access a full borrow without
having a proof that the lifetime is still ongoing.

A closer look at lifetimes. Before we go on talking about the lifetime logic rules, we have to
become more concrete about what a lifetime « is. Lifetimes x form a partial commutative monoid
with unit e. We will also refer to the composition operation (M) as intersection of lifetimes. Moreover,
the PCM has to be cancellable, which means that the composition function is injective.
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Fig. 13. Lifetime logic assertions and proof rules, continued

Indexed borrows.
LFTL-IDX-SHORTEN
k' Ck

&P = &P

LFTL-BOR-IDX
&g P © Ji. & P+ [Bor : i]

LrTL-1DX-ACC

&:C P(Vtok) * [BOI‘ : i] (Vbor) * [K]q(Vtok) 3/\/1ft AV.V C Viek U Vhor * DP(V) *

(VWi Viok £ Vi 2 PV U V) Sk, [Bor s 11V U V) # [l (Vi)

LFTL-1DX-BOR-IFF

LF’;I‘L—IDX—}BOR—UNNES'T e >0(P © Q)
&; P x &full([BOr 1)) S Mg &g P &P =& Q

Internal persistent atomic borrows.

LFTL-IN-AT-SHORTEN

LFTL-BOR-IN-AT LFT/L-IN-AT-ACC ' Cx
/0 x/0 0 =
&g P = p &y P &y P AlKlg & Vo > [Py, ) ng, TSNP
&/ P=& P
LFTL-IN-AT-IFF at at
>0 © Q)

/0 /0
& P =&/ 0

Furthermore, we define the following inclusion relation on lifetimes:

kCk':=0O (Vq. (xl, = ¢ [K']q/)Nm)

This says that x is dynamically shorter than «” if, given any fraction the token for x, we can produce
some fraction of the token for x’. It is easy to show that this inclusion interacts as expected with
lifetime intersection (LFTL-INCL-ISECT).

Indexed borrows. While the proof rules given so far bring us pretty far, it turns out that for some
of the advanced reasoning we need to do for Rust, they do not suffice. As we start to build more
complicated protocols involving full borrows, the fact that &g | P is neither timeless nor persistent
really becomes a problem.

For this reason, the logic provides a way to decompose a full borrow into timeless and persistent
pieces (the borrow token and the indexed borrow, respectively), which are tied together by an index i
(LrrL-Bor-10x). Indexed borrows can be opened using LrrL-1px-Acc, but they cannot be strengthened,
reborrowed or split. Furthermore, indexed borrows can be shortened (LrrL-1px-suorTen) following
the dynamic lifetime inclusion ¥’ C k.

Indexed borrows are used to state the rule LerL-ipx-Bor-unnEesT, which will be used later to prove
two important derived rules: unnesting and reborrowing.

Internal atomic persistent borrows. They are a primitive form of atomic persistent borrow (see
the pargraph below about atomic persistent borrows). They have the same opening and closing
rules as atomic peristent borrows, but use Mg as namespace, which could not be used with atomic
persistent borrows.
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Letl LFTL-INCL-GLB LFTL-FRACT-LINCL LFTL-BOR-SHORTEN
FTL-INCL-ISECT ’ " P ;
KC K KCk & q (K g k' Cx
= - f . =
kMk'Cx — rac ,qq -
LFTL-REBORROW kC k' Mk KCk LFTL-BOR-UN&Fu P= &<, P
’ K K’ ’ K K’ K Kn}(u
K" Cx b &y P = g S P ([T =Ky, &R P) &gan (&g P) =K g, &g P

LFTL-BOR-ACC-CONS

&fKuIIP* [K]q S PP VO > ([’Q Ekm "P) > Q) 9l<)\/lft &?unQ* [K]q

LFTL-BOR-FREEZE LFTL-BOR-IFF
LFTL-BOR-’?CC 7 inhabited >»0(P & Q)
<[K]q * &fUHP = l>P>N1ﬂ K K K K

(& 3% : 7. P) Sy T : 7. &y P &g P = &g Q

Fig. 14. Lifetime logic derived rules

Internally, they are implemented in a very similar fashion as atomic persistent borrows. The
reason we need them is that they are used for implementing fractured borrows, which are in turn
used for creating dynamic lifetime inclusion, and this cannot afford using a different mask as Mg.

3.2 Derived Forms of Borrowing

Fig. 14 shows some rules that can be derived from the basic rules discussed in the previous
subsection.

Furthermore, we introduce in Fig. 15 some derived forms of borrowing — that is, assertions that
share are somewhat like &g , P, but not exactly.

Reborrowing. Two The rule LrrL-reBorrow lets us reborrow a &?ull P, which means that we can
pick some statically shorter lifetime x’ C k and obtain P borrowed at k’. When k” ends, we can get
our original full borrow back.

The rule LrrL-Bor-unnest is related. It deals with the case that we have a full borrow of a full
borrow (&’fill &g i P)- If we have already opened that full borrow and stripped a way the > added
by opening, then we can use LrrL-sor-unnEsT to “unnest” the full borrow in the sense that we end
up with a full borrow at the intersected lifetime (&K% p),

full
Both of these rules are derived from LFTL-1DX-BOR-UNNEST.

Persistent borrows. Persistent borrows are a persistent version of borrows. This means that many
parties are allowed to get access to its content. In order to avoid reentrant accesses, we can use two
different mechanisms, giving rise to two flavors of persistent borrows.

Similarly to invariants in Iris, the first possible mechanism is to force only atomic accesses. We
then get atomic persistent borrows, which are essentially like invariant in Iris with the additional
quirk that the invariant is only maintained for the duration of the lifetime of the borrow. They can
be defined as follows:

&:t/NP = 3i. & P« N # Nig = | [Bor : i] N

The other possible mechanism is to restrict the persistent borrow to be used in a threaded manner,
by using the mechanism of non-atomic invariants described in the Iris documentation (and can be
adapted to the iRC11 logic with the same rules). The persistent borrows of this other flavor are
called non-atomic persistent borrows. They can be defined by:

&gép'NP := 3i. &Y P * Nalnv”V([Bor : i])

Fractured borrows. A fractured borrow is a borrow of a permission @(q) that can be fractured, i.e.,
decomposed according to a fraction:

D(q1 + q2) © P(q1) * P(q2)
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Notation Meaning Timeless Persistent
&:t/N P There is a atomic persistent borrow of P for k in names- No Yes
pace N
& . Aq. P There is a fractured borrow of Aq. P for k No Yes
rac N
&ﬂp P There is a non-atomic persistent borrow of P for k in No Yes

non-atomic invariant pool p, namespace N

Atomic persistent borrows.

LFTL-BOR-AT LrTL-AT-ACC
N N M
N # Nig + &5 P = &5V P &N P (K], & Vi o [Pl R
LFTL-AT-SHORTEN LFTL-AT-IFF
k' Ck >0 © Q)
K/N K'|N K/ N K/ N
&at P= &at p &at P= &at Q
Non-atomic persistent borrows.
LFTL-BOR-NA LrTL-NA-ACC
N N
P = &l A T lg*[Na:p N1 <= »P)y n
LFTL-NA-SHORTEN LFTL-NA-IFF
k' Ex >»0(P Q)
&K/pNP:>&K/pNP &K/NP=>&K/NQ

Fractured borrows.
LFTL-BOR-FRACTURE

Yq1, qz. (p(ql + qz) o ‘P(Ch) % (P(qZ) LFTL FRACT-ACC
. frac @+ ([Klg & ¢ > (g
full (D(l) 3/Vlft frac 4
LFTL-FRACT-SHORTEN LFTL-FRACT-IFF
K Ex >0(Yg. #(q) & ¥(q)
frac ¢ = &frac frac ¢ = &frac o

Fig. 15. Lifetime logic derived forms

Intuitively, it should be possible to share such a borrow, and still obtain some fraction of ¢ via
a non-atomic accessor, i.e., &(q) can actually be kept around for non-atomic expressions. This is
because even if other threads are concurrently accessing the borrow, they will always leave some
fraction of @ in the borrow.

Fractured borrows are particularly interesting for giving rise to dynamic lifetime inclusion
(LFTL-FRACT-LINCL).
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4 COUNTEREXAMPLE: LIFETIME LOGIC WITH UNSYCHRONIZED GHOST STATE

If in RMM we model lifetime tokens as view-agnostic ghost state, then by using the Grost-Mop
rule we can provide a spurious verification of the buggy MP example given in Fig. 16.

We create a lifetime x and a borrow for X, and instantiate SENDRECV for Y before giving them to
the two threads. In thread 1 (Fig. 16b), we access the borrow and write to X. Then, to send [x];
(via a rlx write to Y), we use Grost-Mon to obtain A[x];/,. Note that this proof step is only possible
because we assume view-agnostic lifetime tokens.

In thread 2 (Fig. 16¢), after receiving V[k];,, we apply Giost-Mob again to strip off the acquire
modality, thus obtaining the missing half of the token. Combining both halves, we kill k and apply
the inheritance to obtain X +— —. This, in turn, licenses the following non-atomic write to X, which
is not happens-after thread 1’s write to X and thus constitutes a data race.

As we can see from this scenario, our hypothetical lifetime logic for relaxed memory violates a
key safety guarantee: that a lifetime «’s inheritance must happen-after all accesses to all borrows
of k. The root of the problem is that we are able to move view-agnostic lifetime tokens in and out
of the fence modalities.

X:=0;Y:=0;
X :=42; || if*™Xy1=0
Y i=p1x 1 thenX := 57;

(a) Buggy Message-Passing.
{[K]l/z * &Fuu(X =) Se”dY([K]l/z)}
X =42 {[K]1/2 * SendY([Kh/z)}
{A[K]l/z Sendy([rc]l/z)} Unsound!
Y :=r1x 1; {True}

(b) Buggy proof of thread 1.
{[K]l/z # Kill(x) = Inh(x, X > =) * Rech([K]l/Z)}
if CTIXY 1= 0)
{[K]l/z K V[’<]1/2}
{[Kjl/z w Kill(k) % ... = [K]l/z} Unsound!
{ltk] * Inh(x, X > =)} {X > =} X := 57; {X 57}

(c) Buggy proof of thread 2.

Fig. 16. Buggy MP spuriously verified with view-agnostic lifetime tokens.
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5 IRC11

iRC11 is an extension of iGPS ([Kaiser et al. 2017]) that adopts the fence modalities from FSL ([Doko
and Vafeiadis 2016, 2017]). Fig. 17 lists the rules for traditional points-to assertions (non-atomics).
Fig. 18 lists the rules for fork and fences.

iRC11 combines GPS single-location protocols and iGPS single-write protocols with atomic
borrows (Fig. 19, Fig. 20, Fig. 22, Fig. 23, Fig. 24, Fig. 25). These protocols are used to verify Mutex,
RwLock. Note that atomic borrows are slightly different from raw cancellable invariants, as its
cancellation depends on lifetimes.

iRC11 provides cancellable single-location protocols based on raw cancellable invariants. Some
of them are given in Fig. 26 and Fig. 27. These protocols are used to verify Arc<T>, thread: : spawn,
and rayon::join.

NA-FRAC-AGI}EE ) NA-FREEAI}SLE-COMBINE ,
[ni)v*flq—>v"‘;>€|ﬂ>v*v=v' Tf;"f*T;'f“m@T'qnfq'r"f
NA-ALLOC NA-FREE
{True} alloc(n) {€. 30.€ — T+ [0 = nx 17 £} {¢ - 511} free([o], v) {True}
NA-READ NA-WRITE
{f!gv}*f{v'.v’zv*fiiv} {tvpl=w{l— w}

NA-MEMCPY
[o1] = [02| = n

{f] g 51 *52 li 52}51 =n *fz {fl = 52 * 52 01> 52}

Fig. 17. Non-atomics rules.

Fork
Vp.{P}ein p{True}
{P} fork{ e} {True}
REL-FENCE ACQ-FENCE
{P} fencere in 7 {A; P} {V, P} fencesq in 7 {P}

Fig. 18. Fork and fences rules.
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ATBOR-N-PERSISTENT ATBOR-N-LOCAL

&[0 (ts,0) [ T]= 0& [ (1sv)| 1] & [L: (s, 0)|[T]= R L5 0. T)

ATBOR-N-LOCAL-JOIN

R({’,t,s,v,I)*&K’{’:(t’,s',v')\]": &K\€:(t,s,v)\f\

ATBOR-N-INIT
[klg ~* &gy (0. £+ v P(v)) ~ (Vt,0. > P(v) > L,,(L, £, 5,0)) ~*
(@Vt,s,v. > L,(C, t,5,0) = » P(v)) =k

[, * 3t 0. &"

ATBOR-N-RLX-READ
V' 3t 3,0 . L (L, t,s',0') = T.(L,t,s',0) « P(t',s',0)
V' 3t,s" 3s,0 . 1,0, t,s",0) = L, t,s",0")« P(t',s",0")

{[K]q * &* } *Xpin {v'. [xc]q = ' 3t,s" Is. & xV, P(t,s, U’)}

ATBOR-N-ACQ-READ

vt', ', o' I, t,s",v") = I.(¢,t,s",0)« P(t',s’,0)
vt',s' o' I, (L, t,s',v') = 1,6 t,s",v) P(t',s",0)

{[K]q * &" } acap {v'. [xc]q * It 3t,s" Is. & x* P(t', s, v')}

ATBOR-N-RLX-WRITE
{Ix1, & #Dg (V> LR, SV, 1) 2 (6t 0)

Ci=px v inx
{[x1y = & [ (.57 o) [T]}

ATBOR-N-REL-WRITE
{belg = & (V> LR, S0, T) = L', 0')

{=re1 v inx

(ixl, » & [ o0 7))

Fig. 19. Atomic-borrow-based normal iRC11 prototocols.
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AZI"W P:=(if o, =rel then P else A, P)

V;"’ P :=(if o, = acq then P else V,P)

ATBOR-N-cASs
o, 0, € {rlx, acq} 0y € {rlx, rel}
Vt' 3t Ds,0". L6 1, s, 0 )V I (L1, s, 0) = (Fo, = v)
V' 3t,s" 3s,0".(r0' £v,) = L, t,s",0") = I.(¢,t,s",0)«R(t',s’,0)
V' 3t,s’" 3s,0".(ro £v,) = L,(6,t,s",0)= 1,06, t,s,0)=R(t',s",v)
V' at,s" Ds. > L,(6,t,s",0,) = v O1(t,s") x> Qa(t',s")
0., V! 3t,s" 3s.P o Qy(t',s')y = IAs” Is" . Vt"" > t. v R((,t",s", vy, T)

" = (b)) G Qi(t',s") = » Lu(l, 1, 8", vy))) = =K (Q(",s7) * Ly (€, 17, 5", vw))

fix] - Y
CAS(L, vy, vy, 07, 07, 04) iN T
b= 13> 1 &t (Y Q" S")
Vbh=0x A" Px3t' > t,0'.(F 0 #0v,)* & * Vzrof R(t',s",v")

b.[x]y*3s" Is.

Fig. 20. CAS rule for atomic-borrow-based normal iRC11 prototocols.

SW-WRITER-LOCAL-EXCLUSIVE SW-LOCAL-WRITER-READER

W, t,s,v, 1) W(,t,s,0,1)= False W, t,s,0v, 1) = R, t,s,0,1)

SW-CREADERS-LOCAL-JOIN
q q VA q+q
Rshr(f, t,s,u, 1) = ﬂshr(f,t ,s'o'\ IT)=> Rshr ¢ t,s,0, 1)

SW-CREADERS-LOCAL-SPLIT

RI (0, 1,5,0,7) = RL (L,1,5,0,T) % R (6,1,5,0,1)

SW-CWRITER-LOCAL-EXCLUSIVE

Wane (6, t,5,0, 1)« W (€, ', 5,0, T) = False

SW-SHARE-LOCAL-CWRITER SW-READER-CREADER-LOCAL

W, t,s,0,1) = We(C, t,5,0,1) % Rslhr(f, t,s,u, 1) ﬂghr(f, t,s,0,1)= R, t,s,0,T)

SW-CW-LOCAL-EXCLUSIVE SW-CR-LOCAL-EXCLUSIVE
W, t,s,v, 1)« Wy(€,t',s",0v',T) = False W(,t,s,0, 1) x* ﬂghr(f, t',s’,v',T) = False

Fig. 21. Local assertions of single-writer iRC11 prototocols.

Proc. ACM Program. Lang., Vol. 4, No. POPL, Article 99. Publication date: January 2020.



1569
1570
1571
1572
1573
1574
1575
1576
1577
1578
1579
1580
1581
1582
1583
1584
1585
1586
1587
1588
1589
1590
1591
1592
1593
1594
1595
1596
1597
1598
1599
1600
1601
1602
1603
1604
1605
1606
1607
1608
1609
1610
1611
1612
1613
1614
1615
1616
1617

RustBelt Meets Relaxed Memory: Technical Appendix 99:33

ATBOR-SW-READER-PERSISTENT ATBOR-SW-READER-LOCAL

&t (tso)|T] = 0&" [ (s )| T] &t (s )T = R(E s 0, T)
ATBOR-SW-READER-LOCAL-JOIN

R ts,0,1) & [C (1,5, o) T] = & [ (t5,0)[T],

ATBOR-SW-WRITER-LOCAL

_
_t (l’s’z‘)-‘z \1%4 (W(’ 9 M )
ATBOR-SW-WRITER-LOCAL-JOIN

W t.s.0.1) =& [ (t',s", )T | = & [¢: (t,5,0)[T]

ATBOR-SW-CREADER-LOCAL

4 q
& | :(t,s,0) CR = Ry, t,s,0,1)
ATBOR-SW-CREADER-LOCAL-JOIN

R (..5.0.1) &5 [ (05T, = & (o[ 1],

ATBOR-SW-CWRITER-LOCAL

L s olT],,, = Wanltts0. D)

ATBOR-SW-CWRITER-LOCAL-JOIN
Wi (€, 8, 5,0, 1) % & | € (t,s,v)R & e (t,s,v)cw

ATBOR-SW-UNSHARE-LOCAL-CWRITER

1
Ky = Wanllto5.0.1) & (LS00 E ], = W], & (s 0] 2],

Fig. 22. Atomic-borrow-based single-writer iRC11 prototocols (1).
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ATBOR-SW-INIT

[k]q * &gy (Fv. £ v P(v)) + (Vt,0. » P(v) = W(C, t,5,0, 1) = » 1,,((, t,5,0) * Q(t, v))
(@Vt,s,v. > L,(C, t,5,0) = » P(v)) =k

]y * 3t.0. & [C: (5,90 7], * O(1.0)

ATBOR-SW-READ
o € {rlx, acq}
Vt' 3t s" 3s,0". L(0,t,s",v") = I.(6,t,s",0") = P(t',s",0)
vt' at,s" 3s,0". 1,((,t,s",0")= 1,0t ,s",0")«P(t',s",0")
Vt' 3t,s" 3s,0 . I, (6,1, s",0") = T,(6,t,s",0") = P(t',s",0)

{iely = &5 [ s 0)[ 1] )

lin
(0. Ikl * 3t 3 1.5’ Ts. & [E 5N [T, + V2R, 0)

ATBOR-SW-EXCLUSIVE-READ

o € {rlx, acq} I, t,s,v) = 1, t,s,0) % P
{[K]q * &~ W*} lin {v. [K]q * &~ W * V;" P}

ATBOR-SW-CREADER-READ

o € {rlx, acq}
Vi’ 3t,s" 3s,0". I, t,s",0') = I(L, t,s,0) = P(t',s',0)
Vt' 3t,s" 3s,0". L6, t,s",v") = L, t,s",0") = P(t',s",v")

{1, - [ @l I])

lin

{v’. [klg, =3t 3 t,s" Ds. &*|L: (¢,s",0) | T ;R «* VPt s, v’)}

Fig. 23. Atomic-borrow-based single-writer iRC11 prototocols (2).
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ATBOR-SW-WRITE

oe{rlx,rel}  sCs  »{(obj)(L,(l t,5,0) = Lyl t,s,0)*Q)
{IKly * & [ (s o) [T] A (V> £REE, 5,0 1) S L6t 0)}

€ =, ’U, in T
{1kl » &5 [ (o) [ 1], Q)

ATBOR-SW-REL-WRITE

sCs” > (obj) (Lw(l,t,5,0) = Q1+ Qs)

(¥l * & [C: (0| 7], -
> (VE' > t. Wt s, 0", 1) « Qy =K ((obj) (Q1 =K Tn(L, 1, 5,0)) x BT (L, 1,5, 0")  Q(1))))

Ci=re1 v

{Ixly+ 3t > 1. & [ (05" T] + Q)

Fig. 24. Atomic-borrow-based single-writer iRC11 prototocols (3).
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b?P:=if b then P else True b?P : Q:=if b then P else Q

ATBOR-SW-CREADER-CAS
o, 0, € {rlx, acq} 0, € {rlx,rel} ,
Vt' 3t,s" 3s,0 . 1,6, 1,8, 0 )V (L t,s, V)= (Fu, =" )
V' 3t,8" 3s,0".(F0 #v,)= L, t,s",0) = L, t,s,0)«R({t',s",v)
V' dt,s" 3s,0".(r0 £v,) = 1,0 t,s",0) = 1,(06t,s,0)«R({',s’,0)
Vt' at,s’ Ds. > L,(6,t,s",0,) = » Q1(t),s") x> Qu(t’,s)
Vt' J3t,s" 3s.PwvQy(t,s") = o Wy(l,t',s",0,)«3s” a5,

AZ["W Vt" >t > Wane (6,17, 8”, 04, I) = byrop ? >‘Rghr(€, t"”,s" vy, T)
= (b)) (- Q1(t,s") = » Ln(€, 1,87, 00)))x =K (Q(t”,87) * Ly (€, 17, 5", vy))
K 4 204y
(il & [C-Co o 2], - o~ ]
CAS(¢, vy, Uy, of, 0y, 0w)inm
’ ’ ’ ’ 4 q
b=1+3t"> t. (buop ? & [ (0.5 0) [ 1], + & [ (05w [T]. )+
v o)
’ ’ ’ ’ ’ ’ q
Vb=0+A"Px3t' >0 .(Fo #vr)*&KCR*

2
V.7 R, s",0")

b.[x]g, * 3s" ds.

ATBOR-SW-READER-CAS
of,or € {rlx, acq} 0, € {rlx, rel}
vt' 3t,s" Ts,0". L, (6, ), 5", 0" )V L6, 1, s, V)V Iyl 1, s, 0)) = (v, = ©)
Vt' 3t,s’ 3s,0".(F0 #0v,) = L, t,s",0) = L.(6,t,s",0) = R(t',s",0)
Vt'3ts’ 35,0 (0 #£0v,) = L,(6t,s",0)= L, t,s,0)«R(t',s",0)
V' 3t,s" 3s,0".(rv' £v,) = T, t,s",0") = 1,6, t,s",0")«R(t,s",0)
Vt' 3t,s" 3s.»(P - I,((t,s",v,) = False)
V' 3t,s" Ts. > L,(6,t,s",0,) = » Q1(t,s") x> Qu(t,s")
v V' 3t,s" 3s. P v Qy(t,s") = v Wy (€, t',s",0,) x 3s” 35" .Vt > t. > Wy (6, 7, 5", 0, T)

" = (b)) G Qu(t',s") = » Lu(l, 1, 8", v,)))x 3K (Q(t”,s7) = L,(€, 17,57, vw))

(ixl, = & [E: o) 7], » A P)

CAS({, Uy, Uy, Ofa Or, OW) in T
b=1+3t'> t. & [ (05 o) [ 1], * Vi Q')
b.xly*3s’ Ts. Vb=0x A Px It > 1,0 (v #£0,) =& [(: ()5, 0)[T] *

?
V. R, s, 0")

Fig. 25. Atomic-borrow-based single-writer iRC11 prototocols (4).
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VIEWINV-SW-READER-PERSISTENT VIEWINV-SW-READER-LOCAL

Te:tso|I], =0 (s0)]T] Te:s0)|[T], = R(Ets0.1)
VIEWINV-SW-READER-LOCAL-JOIN

Rt 8,0, 1)« €:(t',s",0") | T | =|C:(ts,0) IR

VIEWINV-SW-WRITER-LOCAL

s o)1), = Wetso)

VIEWINV-SW-WRITER-LOCAL-JOIN

Wt t,s,0,1)«"[€:(t,s",0) [T

= s [ T] )

VIEWINV-SW-CREADER-LOCAL

o) 7], = RE (6 5,0.7)

VIEWINV-SW-CREADER-LOCAL-JOIN

Rghr(&t’s’v’f)*f‘f5(t"3"0')‘[‘R =t (t,s50) 1]

q
K
CR

VIEWINV-SW-CWRITER-LOCAL

e no)T]., = Wit tis.0.1)

VIEWINV-SW-CWRITER-LOCAL-JOIN

’Wshr({’,t,s,v,f)*r\fz(t',s’,v’)\I\R = T\Z : (t,s,v)\f\

cCwW

VIEWINV-SW-UNSHARE-LOCAL-CWRITER
1
[y * Wane(6, 5,0, 1) (£ (s N 1] = [l = [0 (Ls.0)[ 1]
Fig. 26. View-invariant-based single-writer iRC11 prototocols (1).

VIEWINV-SW-INIT

L v (Y, b0 > 1,001 s,0) =K 3r, b, 0. [7]; = TW

VIEWINV-SW-REL-WRITE

sCs’ s (obj) (L,(C,t,5,0) = Q1 % Q)

[]g [ €: (b5, 0) [ T] »
> (Vt’ > LW, S0, T) =+ Q= [1], =K ((0b) (Q1 =K Tn(61,5,0)) # B 5, 0) & Q(t’))))

€ i=re1 v’
(o > ¢ @D, -0

Fig. 27. View-invariant-based single-writer iRC11 prototocols (2).
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181 R, t,5,0,7) = OR(,t,s,0,T)

1815
1816

1817 (obj) Vo', t' > t,s" s. L (L, t',s",v') = I.(¢,t',s',0") « P(v)
1818 (objy Vo', t" > t,s" Ds. L,(6, t',s",0") = L, t',s,0") x P(v')
181 (objy Vo', t" > t,s" Ds. In(€,t,s",0") = I,(€,t',s",0") % P(v')
1820

1821 {R(,t,s,0, 1) * |[»ATOM((, 1) ] v }

1822 *lxp i -

(V. Vi P@) st <t xsTs %R, 1,0, I) « [» ATOM(C, T) |y}

1824
1825
1826

(obj) Vo', t' > t,s" s. L (L, t',s",0') = I.(¢,t',s',0") « P(v)
(obj) Vo', t' > t,s" T s. L,(C,t,s",v") = L, t',s',0") « P(v)
Lo (obj) Vo', t' > t,s" Ds. I,((,t",s",0") = T,,((, t',s",v") = P(v')
1830 {R(Z’ t,s,0, I) * I_> ATOM(€7 I)JV}
1831 *acqp
1832

1827
1828

(/. P()xt <t'+xsCs"«R(,t,s', 0", 1)« [» ATOM((, T) ]y }

1833
1834
 W(LT)* W(.T) = False (W)} € =15 w{True} (WO} € :=re1 w {True}
S ROYCAS(L v vs,0p,0,,0,) (True}  {RT (O} ™ {True}  {RY (O} {True)
1839
1840 {Rghr(g)} CAS(& 01, V2, 0f > Or, OW) {Rghr(f)}
1841
1842 Fig. 28. Intermediate-level rules for GPS single-writers.
1843
1844
1845
1846
1847
1848
1849
1850
1851
1852
1853
1854
1855
1856
1857
1858
1859
1860
1861
1862
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6 CASE STUDY: ARC

The verification of the Arc library is by far the most challenging library verification in RB1x. To
make the verification go through, we needed to strengthen two atomic reads from rlx to acq in
the implementations of Arc: :get_mut and Arc: :make_mut. We conjecture that the relaxed access
in Arc: :make_mut is indeed sound but verifying this would have required a significantly more
complex invariant. The relaxed access in Arc: :get_mut turned out to be a bug. We provide more
details about this bug in §6.7.

6.1 The Core Arc library

A selection of iRC11 cancellable single-location invariants is given in Fig. 29. We explain these rules
with the verification of Core Arc.

Arc<T>, short for Atomically Reference Counted, is used to share atomically an object of type T,
whose mutation is disabled by default. To mutate T, one needs T to support thread-safe mutability,
for example with T being an atomic type, or with T wrapped inside a lock (e.g., Mutex<T>). The
following Rust example instantiates Arc with an atomic integer AtomicUsize and demonstrates
how Arc is typically used:

let arcl = Arc::new(AtomicUsize::new(5)); // create the first Arc pointer

let arc2 = Arc::clone(&arcl); // clone for the second pointer

thread::spawn(move || { // give arc2 to child thread
println!("child: {:?3}", arc2.fetch_add(1, Ordering::Relaxed)); // drop(arc2);

s
println!("main: {:?}", arcl.fetch_add(2, Ordering::Relaxed)); // drop(arcl);

AR W N =

In line 1 in the main thread, a new Arc pointer arci is created to govern an atomic integer
allocated in shared memory. The Arc’s internal counter field for the number of references to the
content is set to 1. An Arc pointer acts almost like its underlying content, so in line 6 we can call
fetch_add on arcl as if on the atomic integer itself. To share the content with the child thread, we
create another arc2 by clone-ing arc1 (line 2), which effectively increments the internal counter

QHOST—MQQ .
a’ e Na oV
1IRC11-CINV-NEW
q+ q, =1 Vr. [T]q * P 3k I('U) % Q 1RC11-CInv-Tok

[]lyre © [7], * 7],
é’l—)v*P%kET.[r]q,*T*Q a 1 1
1IRC11-CInv-FAA-RLx
Yu.Px I (v)=k I(v+n)=*Q(v)

T F {[r]q * AP} FAAr1x (¢, 1) {v. [T]q % VQ(v)}

1IRC11-CINv-FAA-SREL
Vo.[r]g * P I(v) =K I(v+n)*Q(v)

[€]T]F {[r], * P} FAAce1 (€. n) {v. VQ(v)}

1RC11-CINV-CANCEL DEeALLOC
Telr|rlrl; = ot v I(v) {X + -} free(X) {True}

Fig. 29. Selected iRC11 rules.
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new(v) := let a = alloc(2) in drop(a) := if FAApe1(a.counter,—1) == 1
a.counter :=1; fenceacq;
a.data:=v; free(a, 2)
a clone(a) := FAAp1x(a.counter, 1);
deref(a) := *"a.data a

Fig. 30. Implementation of Core Arc.

to 2: there are now 2 pointers sharing the atomic integer. Unsurprisingly, to allow concurrent
updates by multiple threads, the internal counter field is implemented with an atomic integer.

When the Arc pointers go out of scope (after lines 4 and 6), their destructors—the drop function—
are called and the counter field is decremented accordingly. The last call of drop will deallocate
the underlying content and the counter field.

The core functions of Arc are given in Fig. 30. The new function allocates two locations, one for
the counter field and one for the data field, then initializes them. The deref function provides
access to the data field, effectively allowing an Arc<T> to behave like its content T. The clone
function does a relaxed (rlx) fetch-and-add (FAA) by 1 to increment counter and then return a
copy of a.

Finally, the drop function does a release (rel) fetch-and-add by —1 to decrement counter. If the
value of counter was 1 before the decrement (i.e., this is the last drop), drop additionally does
an acquire (acq) fence before deallocating both the counter and data fields. The acquire fence is
needed because the release FAA, although being a release write, is only a relaxed read.

Correctness. Intuitively, the main correctness guarantee of Core Arc is that the deallocation of its
data and counter fields is synchronized with (happens-after) all accesses to those fields. Those
accesses happen between (and including) the construction of an Arc pointer, either by new or clone,
and its destruction by drop. Therefore, the correctness guarantee translates to making sure that
the deallocation done by the last drop is synchronized with all previous drop’s. In this case, that
synchronization is established between the release FAA’s of all previous drop’s and the acquire
fence of the last drop.

6.2 Setting Up the Cancellable Single-Location Invariant for Core Arc

We demonstrate the verification of the most important functions of Core Arc: new, clone and
drop. For clone, we need to guarantee that any newly-created pointer arc to an object a can
non-atomically read its data field a.data (so that the deref function can be called on arc), and
perform atomic FAA’s on its counter field a.counter (so that clone and drop can be called on arc).
This means that both fields must be shared for concurrent accesses by multiple threads.

For drop, we instead show that this sharing of the fields must have been finished before the
deallocation is called. The rule Dearroc (Fig. 29) states the requirement for dealllocating a single
location X: we need to have the full ownership of X, represented by its points-to assertion X +— —.
To deallocate a block a of two locations using free(a, 2), the general deallocation rule requires us
to have the full ownership of the whole block i.e., both a.data + — and a.counter — —.

In short, we start out with the full ownership a.data +— v and a.counter + 1 in the new
function, then we share both a.data and a.counter for concurrent accesses, and at the end reclaim
both a.data — — and a.counter +— — in the last drop for deallocation. Our job is to set up the
sharing to satisfy this scheme. Because the data field only needs concurrent read accesses, we
employ fractional ownership [Boyland 2003] on the points-to assertion a.data +— v. That is, we
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start out with the full fraction a.data — v = a.data — v and for every newly-created pointer
we give it a small fraction a.data &R v, where g € (0,1). Each fractional points-to assertion
a.data +5 v is sufficient to perform concurrent reads. When a pointer goes out of scope, its small
fraction a.data N v is recollected. Before the very end, we recollect all the small fractions into

the full fraction a.data — v = a.data — v. Then we are ready for deallocating a.data.

The counter field, on the other hand, needs concurrent FAA accesses, so we will use iRC11 can-
cellable single-location invariants to share it. The cancellable invariant is also used for recollecting
the small fractions of the data field. And now we need to understand what a iRC11 cancellable
single-location invariant is.

Cancellable single-location invariants. The freely-duplicable assertion T says that the loca-
tion ¢ is governed by the invariant I protected by the token 7. That is, 7 is only governing ¢ when
the token piece [7], of 7 is available. A piece [r],, for some g € (0, 1], is called an access token for
the invariant. As seen in some of the access rules iIRC11-CInv-FAA-Rix and 1RC11-CINv-FAA-SREL—we
will explain more below), a token is needed for every access to the invariant.

The predicate 7, also called the interpretation, is a user-defined predicate on values: If the current
value of ¢ is v, J (v) defines what the invariant means at that value. As such, 7 (v) is a requirement
that every write of value v to € must provide. In reverse, a read of value v from £ can make use of
the interpretation 7 (v). Thus, the interpretation acts as a logical communication channel between
writes and reads.

The invariant for Core Arc. Using fractional ownership for the data field and cancellable invariant
for the counter field of Core Arc, we want to prove the following simple specification:

{True} new(v) {a.3r,y. ARCY(a, v, 7, I)} (IRC11-ARC-NEwW)
{ARCY(a,v,1,T)} clone(a) {ARCY(a,v,7,7) * ARCY(a,v,7,7)} (IRC11-ARC-CLONE)
{ARCY(a,v,1,T)} drop(a) {True} (IRC11-ARC-DRroP)

Here, we define an abstract predicate ARCY (a, v, 7, I') to represent the logical ownership of an
Arc pointer:

ARCY(a,v,7,7) == Jq.a.data A [r], * "la.counter [ 177 |« 'Count(q)!”  (1IRC11-ARC)

Owning an Arc pointer ARCY(a, v, 7, ') means that we own: (1) some small fraction g of the

data field a.data R v at the value v, which allows us to safely read a.data for the value v; (2)

the fact T\ a.counter \ Iv.e \that the counter field is governed by an invariant J protected by 7,

as well as the access token [r],—with the same fraction g—to access the invariant, which allows

q

that represent the 1 single count of this pointer in the total count (see below).
The invariant for a.counter is defined as follows:

False n<o0

Tt alCoet(0 0 1Y _
J V>Vdata (n) = ‘\:I-QI%],C,QQQ’E(Q’,Q)J o n=0 (IRCll—ARC—INV)
3Gin, Gout € (0,1). a.data > vgata * [7]

I p>0

First, I requires that the value v of the counter field to be non-negative. When it is positive
i.e.,, when there is some Arc pointers, the number of pointers is v and the invariant owns the
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COUNTING-START
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the globally-consistent knowledge that there are currently v pointers and the sum of all fractional
permissions owned by those pointers is gou.' The invariant further requires that the remaining
fractions gy, = 1 — gour must be owned by the invariant. This includes the fractional ownership of
a.data and the access token [7], of a.counter. The fraction gy, is in fact the used fraction that
has been recollected by J from the pointers that have been drop-ped. Thus the invariant makes
sure that any fractions of the a.data and 7 are all accounted for. Finally, when the counter reaches
0, the invariant is simply trivial.

The ghost elements [ TotalCount(n, q)!" and | Count(q)!” is an instance of counting permis-

sions [Bornat et al. 2005], used here to track the outside fractions associated with each single
count. They satisfy the axioms in Fig. 31. CounTinG-StarT creates a ghost location y for the first

CounTIiNG-NEW We can increase the total count and produce more single counts. With Counrtine-
Dror we can decrease the total count by consuming single counts. CounTinG-Acree ensures that
every single count is always included in the total count. How this ghost construction comes into
play will be revealed next section.

After this long setup, we are finally ready to demonstrate the rules of iRC11 in Fig. 29 through
the verification of Core Arc.

6.3 Verifying new

In the proof of IRC11-ARC-New, we elide the standard allocation and initialization of the data and
counter fields. Our main obligation here is to transform the two full ownership a.data +— v and
a.counter — 1 to the abstract permission ARCY(a, v, 7, I') for some 7 and y. That is, turning our
unique ownership into sharing mode.

To do so, we have planned to initialize iRC11 cancellable invariant for a.counter. The rule
IRC11-CInv-New (Fig. 29) creates for the location ¢ a new cancellable invariant protected by some
token 7. As a result, we get the full token [7]; which can be split using 1RC11-CInv-Tox so that the
pieces can be given to multiple threads for sharing. What we need to provide are the points-to
{ — v and the interpretation J (v).

For a.counter, we do have its points-to assertion as a.counter — 1, so we only need to provide
I7-?(1) for some y. First, for y, we use CounTING-START to create the total count and the first

single count with g == 1/2. That is, we get | TotalCount(1, 1/2) }Y and

Here, out means ownership of the fractions outside of the invariant.
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| TotalCount(1,1/2)! Y for 7 and’ Count(l/z) for ARC. Similarly, we split a.data +— v into two

halves a.data |£> v’s and use each for 7 and ARC.

With a.data »L> v and! TotalCount(1, 1/2) , we only need []; /, for 77-?(1). Fortunately, (RC11-

CInv-New allows us to use 7sg)fnieic7>f the token Eo establish 7. In our case, we need [r];, to complete

I7-%(1). We pick ¢ = ¢’ :=1/2 and P ::= a.data »L> v *! TotalCount(1, 1/2) , and thus establish

the cancellable invariant for a.counter. We get as a result [7];; * \ a.counter \ I \ We combine

2
this with the remaining a.data IL v and ' Count(1/2)‘ to complete the first ARCY(a, v, 7,7)

permlssmn. O

6.4 Verifying clone

In proving RC11-ARC-CronE, we need to duplicate one permision ARCY(a, v, 7,7) to two per-
missions. Unfolding the definition of ARCY(a, v, 7, I') (see IRC11-ARC), we see that the fractions

2
a.data s v [z], (for some g) can be split into halves ie., a.data L v * [1]4/,, each for one

new ARC. The invariant assertion T’ a. counter \ Iv.e \ is freely duplicable. So we only need to

,,,,,,,,,

,,,,,,,,,,,,,,,,,,,

"[qtﬁaﬁlgpypjgj:)‘ Wthh is inside the 1nvar1ant. To do so, at the relaxed FAA made by clone
(Fig. 30), we invoke the rule IRC11-CInv-FAA-RLx.

First, the key novelty of our logic compared to previous logics is the ability to cancel a single-
location invariant. Here, the iIRC11-CInv-FAA-Rux (Fig. 29) is an access rule to a cancellable invariant
on a location ¢. In order to safeguard the access, the rule must know that the invariant has not been
canceled. Thus it requires such a proof from us (the invoker of the rule) in the form of the access
token [7], (see the precondition of the Hoare triple in IRC11-CInv-FAA-RrLx). The token [r], proves
that no one has used the full token [z]; to cancel the invariant. The rule additionally withholds the
token during the access and only returns it afterwards (see the postcondition of the Hoare triple).

Second, a FAA is a read-modify-write (RMW) operation that has the effect of both a read and a
write, and thus can make use of the interpretation 7 of the value it read for the interpretation of the
value it is going to write. This is demonstrated in the premise of 1RC11-CInv-FAA-Rrx. Here, v is the
value read and v + n is the value to be written. The rule allows us to use some of our local resource
P and the interpretation of the read 7 (v) to establish the interpretation of the write 7 (v + n), and
we can additionally take out any remaining resource Q. This is the standard way in RMM logics for
RMW operations to communicate with other reads or RMWs. In our case, it is the way for clone’s
to communicate about the total count (see below).

Third, in clone, we use a relaxed FAA which is a relaxed read and a relaxed write. Therefore
in order to use our local resource P for the interpretation, P needs to be protected by a release
modality: AP (see the precondition of the Hoare triple in 1RC11-CInv-FAA-RLx). A resource can
be put under a release modality if that resource is available at the last release fence, as required
by the rule Rer-rence. On the other hand, a relaxed read gives us a resource Q under the acquire
modality: VQ (see the postcondition in 1RC11-CInv-FAA-Rix). The acquire modality can be removed
by an acquire fence, as shown in the rule Aco-rence. Together the two fence rules establish the
synchronization pattern of the chain “release fence — relaxed write — relaxed read — acquire
fence”.
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2108 Finally, if our resource is, however, view-agnostic—for example, if they are unsynchronized
2109 ghost state—then the fence modalities can be bypassed. In particular, the Grost-Mob rule allows
2110 unsynchronized ghost states to move freely between fence modalities without using physical fences.
2111 We exploit this in our invocation of 1RC11-CInv-FAA-RLx for clone.

ffffffffffffffffff

2112 In particular, as we have | Count(q) /", we use Guost-Mon to get Al Count(q) |”. Then, using our
2113 token [T] we invoke 1RC11-CInv-FAA-RiLx with
215 p oz Countlq))” and Q = Countlq/2)" +{ Couna/) "

2115 i iy P ey Sy

"' Where v’ is the value the FAA reads frz)}ﬁ a. é(;t]ﬁter That is, we neéc{ to He;risifz)rmiti'lgrieisz){l}ée
.7 I7°() * Count(q)!" into I7*(u + 1) +| Count(q/2)|" | Count(q/2) )"

jiz r,,F,l{s,t, ])y the definition of 7¥-?(v’) (see IRC11-ARC-Inv), we know that vrﬁ>7 0. By owning
y20 LQQH?E(:CI:):‘ ,’,V,V,e also know that v’ cannot be 0, because if v’ = 0, we can combine! TotalCount(0, 0) |”
b1y With | Cou nt(q)!" and use the rule CountinG-Acrer to derive the contradiction that 0 > 1. Thus
5129 v > 0.

)13 Now, we are not going to change the fractions (qin/out) and the fractional ownerships: we
10 Will keep them the same (ie., framing) for I77(v/ + 1). Therefore our job is simply transform
25 | TotalCount(v’, gow)}" * Count(q)!" to| TotalCount(v’ + 1, ou) " Q9yn,t£fz/,2); « Count(q/2),".

,,,,,,,,,

2126 This is simple: We first use Counring- DROP to drop the single count! Count(q) |" associated with g

2127 and getrTotaICount(v 1, Gout — q) . We then call(oummo NEw twice on‘rTotaICount(v 1, Gout — q)gy

2128 each time creating a new single count! Count(q/2) I and in the end we get back! TotalCount(v’ + 1, Gou) -

2129 Note that we always satisfy the side condition of Counting-New because qoy < 1.

2130 Finally, after the access, we get back the access token [7], and two single counts:

2131

2132

2133 VQ = V ([Count(g/2)!" «|Count(g/2) ")

2134

235
36 Since the single counts are unsynchronized ghost state, we use Grost-Mon to get! Count(q/. 2)" «
2137 ‘Cbi’:n:t(‘}, /: 2:)1 - Now we can split the token [r], and the fraction ownership a.data L v into two
2138 halves and gain two ARCY(a, v, 7,7)’s. O
2139

2140

6.5 Verifying drop

2141
- The first intuition in the proof of drop is that, if the drop is not the last drop, we will return all
- the resources of the current pointer ARCY (a, v, 7, I') to the invariant. This includes the fractional

2144 Ownership a.data N v, the access token [T]q and the single count element E(;Q‘J[‘E(,q)J The
9145 former two will be stored in the invariant and will be transferred to the last drop for deallocation.
2146 The single count element will be used to decrease the total count by 1.

2147 The second intuition is that, in the case of the last drop, we know from the ARC permission and
s4s  the invariant that the local fraction and the fractions stored in the invariant sum up to 1, so we can
9140 recollect the full fraction for dealloction.

2150 In both cases, we need a stronger rule for release FAA that allow us to use the token [7] q to access
2151 the invariant and simultaneously use the token to establish the interpretation of the invariant. This
2152 1s supported in the rule IRC11-CInv-FAA-SReL. The difference with 1RC11-CInv-FAA-Rix is that in the
2153 premise we can additionaly use [7], to reestablish 7 (v + n). Consequently, we would not regain
a5 7] ¢ in the postcondition of the rule. Note that this rule is only sound for a release FAA, and thus
2155 we can use our local resource P without using a release fence.

2156
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Now, at the release FAA of drop, using [7] ¢ We invoke 1RC11-CInv-FAA-SREL with the following P
and Q.

0w') = True v £1

adata vx[r]; v =1

We then have to prove that [7], = P = IY’”(U’) =k IY’”(U’ — 1) % Q(v’) where v’ is the old

v’ > 0 and the invariant has some fractional permissions [7.']
IRC11-ARC-Inv).

Now, if this is not the last drop ie., v’ —1 > 0, we need to re-establish 7V-?(v’ — 1) with some new
fractions g . .. We pick them as follows: ¢; ::= gin +¢ and ¢, = gour —¢. From []g*P*IV (),

@n and a.data KL v for some gjy (see

qi’n in .
we can easily get [r], = [r]g, *[r], and a.data +— v = a.data 2 o % a.data s v, which are

needed for 17V Z’(v 1) Our remarmng Work is to transform ‘rTotalCount(v qout) Vo ‘rCount(q)A

We are done because v’ 7& 1.
In the case where this is the last drop’s FAA, we have v’ = 1 and we must prove [7], = P

————————————————————————

! Count(q)J By an apphcatlon of CounTinG-DrOP, We have TotaICount(O 0),", which is exactly

I ¥-9(0), and additionaly the fact that gou = ¢. From 77 v(l) we also know that Gin + Qout =
gin + g = 1. Thus combining what we have left from our assumption [], * P » 77-?(1), we have
Q(1) = a.data — v * [r];. So we finish the last drop’s FAA and gain VQ(1).

As the return value is v’ = 1, we perform an acquire fence (see the code of drop in Fig. 30). Thanks
to the acquire fence rule Aco-rence, we remove the modality and regain Q(1) = a.data — v * [r];.
We are almost done: We only need to get back the points-to ownership of a.counter. For this we
cancel the invariant for a.counter using the cancellation rule 1RC11-CInv-Cancer. The rule requires
the full token [r],, which we do have, to ensure that the cancellation happens after all accesses to
the invariant. At long last, after the cancellation we now have the full ownership of both fields and
can safely use Dearroc to free them. O

6.6 The Full APIs of Arc

We discuss the verification of an extended version of Arc, which is also the version we have verified
in RByiy. Its most interesting APIs are given in Fig. 32. Here we need to tackle two extra sets of
behaviors, presented as two following challenges.

Arc<T> has a subordinate type Weak<T>. The first challenge involves a type called Weak<T>. Weak
itself is a variant of Arc: it has a counter to count how many Weak pointers are in existence, and
also has the similar clone and drop functions (Fig. 32). However, Weak does not guarantee access
to the underlying object of type T: while owning an Arc guarantees that the object is still available,
owning a Weak does not prevent the object to be reclaimed. In order to access the object with a
Weak pointer, one first calls Weak: : upgrade to obtain an Arc pointer. upgrade can fail when the
object has already been reclaimed, that is when there is no Arc pointer left. A Weak pointer are
typically created by calling Arc: :downgrade on a shared reference of Arc.

The challenge for verifying Arc and Weak in the relaxed memory setting is that they involve two
tightly coupled atomic locations—one for each counter. As multi-location invariants are in general
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Arc Weak
new: fn(T) -> Arc<T> new: fn() -> Weak<T>
deref: fn(&Arc<T>) -> &T
clone: fn(&Arc<T>) -> Arc<T> clone: fn(&Weak<T>) -> Weak<T>
downgrade: fn(&Arc<T>) -> Weak<T> upgrade: fn(&Weak<T>) -> Option<Arc<T>>
drop: fn(Arc<T>) -> () drop: fn(Weak<T>) -> ()

get_mut: fn(&mut Arc<T>) -> Option<&mut T>
make_mut: fn(&mut Arc<T>) -> &mut T

Fig. 32. An excerpt of Rust’s Arc<T> and Weak<T> APlIs.

unsound for RMM, we need to use separate iRC11 protocols for each counter and at the same time
maintain their relation. This is a known challenge, as has been observed by GPS [Turon et al. 2014].
The general solution is to construct ghost state to encode the relation between the locations and
prevent their protocols from breaking the relation. We were able to set up several unsynchronized
ghost state constructions to encode the relation, but those, unfortunately, are not enough.

Arc<T> supports temporary borrows of the underlying content. The second challenge involves the
support to temporarily reclaim full ownership of the underlying content when the thread knows
it owns the last unique Arc and Weak pointers. The functions Arc: :get_mut and Arc: :make_mut
provide these capabilities: they return a mutable reference &mut T to the underlying content. The
reclamation is temporary because when the reference goes out of scope (when the lifetime of the
mutable reference ends), the content is returned and the original Arc pointer can be used again.

The challenge here is to guarantee that if the temporary reclamation is successful, it is syn-
chronized with all accesses to the content of type T. Again, note that those accesses can only
happen between the construction and the destruction of an Arc pointer. How an Arc pointer can be
constructed is now more complicated than that of Core Arc: an Arc pointer can now additionally be
created by upgrade-ing from a Weak pointer. Therefore, to establish the synchronization guarantee,
we now need to handle the intertwined life-cycles of Arc and Weak pointers.

To be more concrete, let us look at the implementation of get_mut (Fig. 33). To return temporary
full ownership of the data field, the function checks that the thread owns the unique Arc and Weak
pointers in two steps, using is_unique.

First, it acquires a “lock” on the Weak counter—a.weak—to make sure that there is no other Weak
pointers. This is done by an acquire compare-and-swap (CAS) from 1 to —1. The function uses —1 as
the “locked” value to resolve conflicts with other contentious Arc::get_mut or Arc: :downgrade
calls. If the CAS succeeds, the thread knows that there is no Weak pointers left, but there may
exist still some Arc pointers. This comes from the agreed contract between the counters: the Weak
counter implicitly counts 1 for all Arc pointers. So when the thread still owns an Arc pointer,
and the value of the Weak counter is exactly 1, that 1 must be accountable for the remaining Arc
pointers, and there is no Weak pointers left.

Second, it does an acquire read on the Arc counter—a.strong—and then checks if the value read
is 1. If that value is 1, is_unique succeeds and get_mut concludes that thread owns the unique Arc
pointer, and gives the thread temporary full access to the underlying content with type &mut T.?

2The Arc: :make_mut function also follows the similar pattern, but the targets are reversed: it first acquires a “lock” on the
Arc counter and then reads the Weak counter.
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2255

1 fn is_unique (&mut self) -> bool {
2256 2 // lock the weak pointer count if we appear to be the sole weak pointer holder.
2257 3 if self.inner().weak.compare_exchange(l, usize::MAX, Acquire, Relaxed).is_ok() {
2258 4 let unique = self.inner().strong.load(Relaxed) == 1;
2259 5
2260 6 self.inner ().weak.store(1, Release); // release the lock
2261 7 unique
2262 8 } else { false }
2263 o
10 fn get_mut(this: &mut Self) -> Option<&mut T> {
2264 11 if this.is_unique() {
2265 19 unsafe { Some(&mut this.ptr.as_mut().data) }
2266 13 } else { None }
2267 14 }
2268 15 fn drop(&mut self) {
2269 16 if self.inner().strong.fetch_sub(1, Release) != 1 {
2270 17 return;
2271 18 b
2272 19 b
2273
2274 Fig. 33. Rust’s implementation (excerpt) of Arc::get_mut and Arc: :drop.
2275
2276

2277 No matter if the second check fails or not, is_unique will release the lock on the Weak counter

2278 with a release write of value 1.
2279

2280 Correctness. The two checks by is_unique ensure the synchronization guarantee for temporary
2281 reclamation. The second check ensures that the thread is synchronized with all other Arc: :drop
2282 calls. This means that it is synchronized with all accesses to the content made by all other Arc
2283 pointers. The thread, of course, must have synchronized with all accesses made by the current Arc
2284  pointer that it owns. Consequently, the thread must have synchronized with all accesses to the
2285 underlying content.
2286 The problem, however, is that the second check uses an acquire read, instead of a CAS. If it were
2287 a CAS, then we are guaranteed to read the latest value of the Arc counter, and thus synchronizing
2288 with all other Arc: :drop’s. However, an acquire read does not guarantee reading the latest value:
2280 it can read a stale one. Consider a truncated history of the Arc counter in Fig. 34, where our call to
2200 get_mut was initiated somewhere before the latest write 1(c) to the counter. Since we do not know
2201 exactly when get_mut was initiated, the second check by is_unique may read 1 from any events
2202 1(a), 1(b) or 1(c). Had it read from 1(a), we would not have synchronized with the Arc: :drop’s or
2203 downgrade’s after that. Our obligation here is to show that if the second check read 1, it must have
2204 read from 1(c).
2295 By contradiction, we show that it is impossible to read 1 from 1(a), 1(b) or any stale 1 values. Put
2206 it another way, we show that the thread has observed all updates to the Arc counter from a stale 1
2207 to 2, denoted as stale(1 ~» 2), and therefore cannot read those stale 1’s again. This is where the
2208 first check comes into play: it gives us the guarantee that the thread has observed all stale(1 ~ 2)
2290 updates. Note that these updates come either from an Arc: : clone or from a Weak: : upgrade. If the
2300  update is from an Arc: :clone, like in 1(a), the thread must have observed it because that update
2301 must have been performed by some Arc pointer—unique at that time—of which the current Arc
2302 pointer (which this thread owns) is a descendant.
2303
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Fig. 34. A truncated history of the Arc counter.

The remaining case is when the update is from a Weak: : upgrade, like in 1(b). By the first check
the thread is synchronized with all Weak: :drop’s by all Weak pointers. Note that Weak: :drop,
similar to Core Arc: :drop (Fig. 30), does a release FAA to decrement the Weak counter. However,
unlike in Core Arc, the last Weak: : drop decrements the counter to 1 (instead of 0). Therefore, when
the first check did a successful acquire CAS for value 1 on the Weak counter, it knows that there is
no Weak pointers left and it is synchronized with all Weak: : drop’s.

If an update stale(1 ~» 2) is from an Weak: : upgrade, it must happen-before the Weak: : drop of
the same Weak pointer. Thus, by synchronizing with all Weak: : drop’s, the thread is guaranteed to
synchronize with all stale(1 ~» 2) updates from Weak: : upgrade’s. It follows that the thread must
have read the latest write to the Arc counter.

Another instance of synchronized ghost state. Thus, our challenge here pins down to formalizing
the observations of stale(1 ~» 2) and the two sources of those observations. Furthermore, the
observations are tied to the ownership of some Arc or Weak pointer, and when such ownership is
transferred the observations must also be transferred in a synchronized way.

For this purpose, we use an instance of synchronized ghost state for those observations Similar

,,,,,,,

is a set of observations. In the particular case of Arc, an observation is simply a unique identifier id
for each stale(1 ~» 2) update event on the Arc counter. The iRC11 logic therefore must additionally
provide unique identifiers for update events. In the implementation of the logic we simply expose the
timestamp of an update/write event as its identifier in the protocol assertion. Using the timestamps
as identifiers, we thus tie the logical ghost state with the write events through the protocol assertion,
making the observations actually physical and therefore can only be transferred with physical
synchronization

,,,,,,,,

full fraction | o (1, Ou)J then we are guaranteed that O, contains all possible Weak: : upgrade’s

stale(1 ~~ 2) events and we have physically seen them all. Additionally, each owner of each fraction
q can concurrently add observations to its local set O. This is to reflect the fact that any Weak
pointer can always perform a stale(l ~ 2) event

ffffffffffffffff

we need to know that O, contalns all possible Arc: .clone s stale(1 ~» 2) events and we have
physically seen all of them. Furthermore, we can only add observations to O, if we have the full

fraction ' o (1,0 ¢)\". This reflects the fact that any Arc pointer must have seen all Arc: :clone’s
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1 ~» 2 updates, and that any Arc: :clone’s 1 ~» 2 update can only be done by the one Arc pointer
that was unique and should own the full fraction at the time of the update.
We then set up that the abstract predicate ARC for ownership of Arc pointers also contains a

,,,,,,,,

With that setup, we are ready to show that When the two checks of i 1s_un1que succeed, the
thread must have observed all stale(1 ~» 2) updates First when acquiring the “lock” on the Weak

the thread owns an Arc pointer, it owns a fractlon ‘:oi(iqi, Qz)j which guarantees that the thread
has seen all Arc: :clone’s stale(1 ~ 2) updates. Consequently, the thread must have read 1 from
the latest write to the Arc counter, and thus is synchronized with all previous accesses to the

underlying content T. O

6.7 Insufficient Synchronization in get_mut

Unfortunately, our setup was not strong enough to verify Arc and Weak without change. The two
reads of the counters in the second check of get_mut and make_mut were rlx in the original code
(line 4, Fig. 33), and we had to strengthen them both to acq in order to make the verification go
through. The reason is that, while we managed to temporarily get the full resources out by a read,
the rlx reads do not give us those resources in the current view (they are under a V modality).
While we conjecture that a rlx read in make_mut is in fact sufficient, a rlx read in get_mut turned
out to be insufficient and we have reported the bug and the fix has been merged into Rust codebase.
The following example invokes a data race when using get_mut:

1 let mut arcl = Arc::new(Q);

2 let arc2 = Arc::clone(&arcl);

3 thread::spawn( move || { let _ : u32 = =xarc2; /x drop(arc2); =/ } );
4 loop { match Arc::get_mut(&mut arcl) {

5 None => {}

6 Some(m) => { x*m = 1u32; return; }}}

In this example there are two non-atomic operations: the read of the underlying integer in line
3 (child thread) and the write to the same integer in line 6 (parent thread). The read should be
safe because the child thread owns arc2, thus the underlying integer is shared and immutable.
The write should be safe because get_mut guarantees that the parent thread owns the unique Arc
pointer (arc1) and should temporarily gain full access to the non-atomic integer. This can only
happens after the child thread finishes and arc?2 has been dropped. However, the two non-atomic
operations constitute a data race by C11 standard, because neither one happens-before the other.
More specifically, in line 3 of the child thread, when arc2 goes out of scope, it will be destructed by
rc: :drop, which uses a release (rel) RMW (see the code at line 16, Fig. 33). This release RMW
will be read by get_mut (line 4, Fig. 33) in the parent thread (line 4). If this read had been acq, then
there would have been a release-acquire synchronization between the release RMW of drop and the
acquire read of get_mut, and the non-atomic read of the child thread would have been guaranteed
to happen-before the non-atomic write of the parent thread. However, the read was rlx, thus no
happen-before relationship can be established between the two non-atomic operations.
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